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Abstract

Data collected from the learning process of students can be used to improve
education in many ways. Such data can benefit multiple stakeholders of
a programming course. Data about students’ performance can be used to
detect struggling students who can then be given additional support bene-
fiting the student. If data shows that students have to read a certain section
of the material multiple times, it could indicate either that that section is
possibly more important than others, or it might be unclear and could
be improved, which benefits the teacher. Data collected through surveys
can yield insight into students’ motivations for studying. Ultimately, data
can increase our knowledge of how students learn benefiting educational
researchers.

Different kinds of data can be collected in online courses. In programming
courses, data is typically collected from tools that are specifically made
for learning programming. These tools include Integrated Development
Environments (IDEs), program visualization tools, automatic assessment
tools, and online learning materials. The granularity of data collected from
such tools varies. Fine-grained data is data that is collected frequently,
while coarse-grained data is collected less frequently. In a programming
course, coarse-grained data might include students’ submissions to exer-
cises, whereas fine-grained data might include students’ actions within the
IDE such as editing source code. An example of extremely fine-grained data
is keystroke data, which typically includes each key pressed while typing
together with a timestamp that tells when exactly the key was pressed.
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In this work, we study what benefits there are to collecting keystroke data in
programming courses. We explore different aspects of keystroke data that
could be useful for research and to students and educators. This is studied
by conducting multiple quantitative experiments where information about
students’ learning or the students themselves is inferred from keystroke
data. Most of the experiments are based on examining how fast students
are at typing specific character pairs.

The results of this thesis show that students can be uniquely identified solely
based on their typing whilst they are programming. This information could
be used in online courses to verify that the same student completes all the
assignments. Excessive collaboration can also be detected automatically
based on the processes students take to reach a solution. Additionally,
students’ programming experience and future performance in an exam can
be inferred from typing, which could be used to detect struggling students.
Inferring students’ programming experience is possible even when data is
made less accurate so that identifying individuals is no longer feasible.

Computing Reviews (1998) Categories and Subject
Descriptors:
K.3.1 Computer Uses in Education
K.3.2 Computer and Information Science Education
General Terms:
Experimentation, Measurement

Additional Key Words and Phrases:
keystroke data, keystroke analysis, keystroke dynamics, programming
data, programming process data, source code snapshots, biometrics, data
privacy, data anonymization, replication, educational data mining
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Chapter 1

Introduction

In the last few decades computers and software have become pervasive
throughout society. Technological innovations such as the Internet and
the World Wide Web have diversified education. While blackboards and
chalk are still widely used, modern classes can utilize technological elements
like clicker questions [10] and live demonstrations [24] in teaching. How-
ever, more recently, an even bigger change has started happening as many
courses are being only offered online [52]. Being fully online has allowed in-
creased student intakes to courses. The largest online courses, often called
Massive Open Online Courses (MOOCs) can have tens or even hundreds
of thousands of students [15]. This change has happened as online courses
do not have the same physical limitations like the size of the lecture hall,
and with advances in automatic assessment [4, 18, 30], students can get
immediate automatic feedback on their progress [46].

The materials used to study have changed as well. Having the learning
materials online has allowed many advantages that traditional course books
cannot have. For example, online materials can have interactive elements
such as visualizations [76, 77] and embedded quizzes [13, 28]. Additionally,
the way students use these materials can be tracked. This has enabled
many new areas of research.

Data collected from online materials has been used, for example, to
improve learning materials [50], predict students’ success [2], and visualize
students’ progression in the material [32]. As utilizing data to improve edu-
cation has become more common, the data collected from learning materials
has become more and more fine-grained.

The gradual increase of more fine-grained data collection can be ob-
served in the context of programming courses as well. Traditionally, stu-
dents have returned solutions to assignments, which the instructor then
grades. More recently, intermediate solutions have been collected for anal-
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2 1 Introduction

ysis. This is often done by collecting a snapshot of the source code at
different stages of the programming process, for example when students
compile, run, or test their programs [44, 63]. Some systems even collect
each keystroke students type while they are programming [40,63].

In this thesis, we study what benefits there are to collecting data at the
keystroke level in programming courses. Here and later in this work, “we”
refers to either the author or the author and his collaborators depending
on the context.

1.1 Motivation and Research Questions
Altogether, the overarching theme of this thesis is “What benefits are there
to collecting keystroke level data in programming courses?” This theme is
analyzed through multiple research questions, which are detailed in this
section.

The field of study where this research falls into is Computing Education
Research [74]. The field is interdisciplinary and utilizes methods and prac-
tices from at least computer science, educational sciences, psychology, and
statistics. The research outlined in this thesis focuses on using machine
learning methods and statistics to infer information from keystroke data
collected in programming courses.

A previous study on keystroke data collected from programming by
Thomas et al. [82] found that how fast students type certain character
pairs correlates with their performance in an exam. Since programming
performance can be inferred from keystroke data, it could also be possi-
ble to infer programming experience of students. Such information would
be useful for many purposes, for example to estimate students’ proficiency
post hoc or validating questionnaire answers about previous programming
experience of students. A post hoc analysis might be necessary if a back-
ground survey was not answered by students. Additionally, survey answers
are based on self-evaluation, and thus might not be comparable between
students – one student might consider themselves a novice with a hundred
hours of programming experience, while another might consider themselves
an expert. This leads to the first research question of this work:

• RQ1. How well can students’ programming performance and previous
programming experience be inferred from keystroke data?

Based on our results in Article I, keystroke data can be used to infer
students’ programming performance and experience. This yields sanguine
expectations that other information could be inferred from keystroke data
as well.
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While online courses have many benefits such as being able to teach a
huge number of students at the same time, there are also problems. Stu-
dents often work alone, and can be thousands of kilometers away from the
institute and the teacher who organize the course. This leads into a situa-
tion where it is often hard for students to get help as they have to rely only
on online resources such as chat rooms. Additionally, these courses usually
still have deadlines that have to be met. Students might also see online
courses as less serious compared to traditional courses, and students usu-
ally only need an email address to sign up. This is evident by the fact that
MOOCs have a lot of dropouts with average completion rates of around
10% [41]. All this contributes to a common issue that plagues especially
online courses: plagiarism. Combatting plagiarism is especially important
in courses with high rewards as in some cases, online courses have partially
replaced traditional entrance examinations [51,84].

Plagiarism is particularly problematic in programming [71]. Students
are encouraged to work together, and at the same time prohibited from
submitting the exact same answer to exercises. Using external libraries
is advocated and it is one of the best practices in industry: you should
not reinvent the wheel. This leads into a situation where it can be hard,
especially for novice programmers, to draw the line between fair use and
plagiarism of other people’s source code. For the teacher, detecting pla-
giarism can be hard as the source codes for exercises are naturally more
similar to each other when the programs are solving the same problem com-
pared to, for example, essays in natural language. Thus, it might be hard
to say conclusively whether similarities have happened naturally or due to
plagiarism.

With keystroke data, it is possible to look into a student’s programming
process as the whole path the student took from the beginning to the end of
an exercise can be followed keystroke by keystroke. Using keystroke data to
look into students’ programming processes to detect plagiarism early would
be beneficial as then the educator could intervene and guide the student
towards better study techniques. The second research question of this work
is:

• RQ2. How can keystroke data help with detecting plagiarism and
with source code authorship attribution in programming courses?

In Article II, we study how the processes students take while they are
programming could be used to detect plagiarism. While our results in
Article II are promising, and show that keystroke data is very helpful for
automatically detecting plagiarism, there are cases where the methods of
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that study will not work. The methods there are effective in combating
simple cases of plagiarism, where the student either directly or indirectly
copy-pastes another student’s work. But what if the student has someone
else complete the whole exercise for them? Methods that rely on copy-
pasting or comparing students’ processes do not work in that case, since
all of the source code is new. An interesting question is whether we could
detect when the person behind the keyboard has changed.

Fortunately, there have been studies which show that a person’s typing
pattern can be used to identify them [57]. Identification done this way is
based on the rhythm of typing, that is, keystroke dynamics. The previous
studies on the topic have mainly studied identification within the context
of writing English or another natural language. If something similar would
be possible in the programming context, we could use keystroke dynamics
to detect cases of plagiarism where a student has a friend complete whole
exercises for them.

In Article III, we study whether identification based on typing works
in the programming context and how the amount of data affects identifi-
cation accuracy. In Article IV, we refine our identification methodology by
studying the amount of features required for identification, and how the
context of the data affects identification accuracy. More specifically, we
study whether we can identify students completing a programming exam
based on data from exercises, and whether the exam type (lab versus take-
home) affects the accuracy. Lastly, in Article V, we extend the context
aspect by studying whether it is feasible to identify students when the con-
text of the text changes from programming to natural language.

Our results from Articles III-V show that students in programming
courses can be identified quite well based on their typing. This means that
keystroke dynamics can be used to enhance plagiarism detection. However,
this also means that keystroke data gathered from programming is sensitive
as people can be identified from it. For example, the European Commis-
sion states that “biometric data for the purpose of uniquely identifying a
natural person” is sensitive and thus has specific requirements within the
context of the GDPR legislation1. In addition to possible legal troubles,
this is also problematic for researchers. Is it ethical to share such data to
other researchers? This is especially problematic as open data is becoming
more and more common, with some publishers even requiring any published
studies to publish data as well. This dilemma leads to the final research
question of this work:

1https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679
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• RQ3. How could privacy and information be balanced in keystroke
data?

The results of Article VI show that there are some methods that can be
used to prevent keystroke-based authentication while retaining other useful
information in the data. However, other possible methods for identifying
people in the data possibly exist and thus further research is needed on
balancing privacy and information in keystroke data.

1.2 Publications and Contribution
This dissertation includes and is based on six original peer-reviewed pub-
lications. All of the publications and the studies have been a joint effort
where the author has been at least an equal contributor. The articles and
the author’s contributions are outlined below:

• Article I Juho Leinonen, Krista Longi, Arto Klami, and Arto Vi-
havainen. “Automatic Inference of Programming Performance and
Experience from Typing Patterns.” In Proceedings of the 47th ACM
Technical Symposium on Computing Science Education, pp. 132-137.
ACM, 2016.
Article I describes an experiment where students’ programming pro-
ficiency and previous programming experience were inferred based on
their typing. The candidate, together with the second author, led the
data analysis and contributed equally to the writing of the article.

• Article II Arto Hellas, Juho Leinonen, and Petri Ihantola. “Pla-
giarism in Take-home Exams: Help-seeking, Collaboration, and Sys-
tematic Cheating.” In Proceedings of the 2017 ACM Conference on
Innovation and Technology in Computer Science Education, pp. 238-
243. ACM, 2017.
Article II presents a study where different ways of automatically de-
tecting plagiarism in take-home exams are examined. Possible pla-
giarists were identified based on their programming process during a
take-home exam, and were interviewed subsequently. The candidate
contributed to the design of the study and co-wrote the article.

• Article III Krista Longi, Juho Leinonen, Henrik Nygren, Joni Salmi,
Arto Klami, and Arto Vihavainen. “Identification of Programmers
from Typing Patterns.” In Proceedings of the 15th Koli Calling Con-
ference on Computing Education Research, pp. 60-67. ACM, 2015.
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Article III outlines an investigation in identifying programmers based
on their typing. The candidate, together with the first author, led the
data analysis and contributed equally to the writing of the article.

• Article IV Juho Leinonen, Krista Longi, Arto Klami, Alireza Ahadi,
and Arto Vihavainen. “Typing Patterns and Authentication in Prac-
tical Programming Exams.” In Proceedings of the 2016 ACM Confer-
ence on Innovation and Technology in Computer Science Education,
pp. 160-165. ACM, 2016.
Article IV is a continuation of Article III, and examines identification
of programmers in exam conditions, which could be used to guarantee
that the same person has completed the course assignments and the
exam. The candidate was the lead author responsible for the design
of the study, data analysis and writing.

• Article V Petrus Peltola, Vilma Kangas, Nea Pirttinen, Henrik Ny-
gren, and Juho Leinonen. “Identification Based on Typing Patterns
Between Programming and Free Text.” In Proceedings of the 17th
Koli Calling Conference on Computing Education Research, pp. 163-
167. ACM, 2017.
Article V explores how the text being written affects the accuracy
of identifying the person typing. The candidate was responsible for
outlining the design and methodology of the study, and supervised
the data analysis and writing.

• Article VI Juho Leinonen, Petri Ihantola, and Arto Hellas. “Pre-
venting Keystroke Based Identification in Open Data Sets.” In Pro-
ceedings of the Fourth (2017) ACM Conference on Learning @ Scale,
pp. 101-109. ACM, 2017.
Article VI discusses the balance between anonymity and informa-
tion through a study on how typing profiles could be anonymized to
prevent identification of the people in the data while retaining some
useful information in the data. The candidate was the lead author
responsible for the design of the study, data analysis and writing.

1.3 Structure of the Dissertation
The structure of the dissertation is as follows. In Chapter 2, we discuss prior
work on using data in computing education and examine using keystroke
data in more detail. In Chapter 3, we detail our research approach, outlin-
ing and discussing the methodological choices made to answer the research
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questions of the thesis. Chapter 4 presents the main findings of the in-
cluded articles. The results are presented in sections that are based on the
research questions of the thesis. The results are then discussed in Chapter
5. Additionally, limitations of the work are presented. Chapter 6 concludes
this work by revisiting the research questions and outlining key contribu-
tions. Lastly, potential future research directions for keystroke data are
presented.
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Chapter 2

Background

The theme of this thesis is studying how keystroke data can be beneficial
in programming courses. In this section, we present a brief overview into
topics related to this theme. More detailed descriptions of previous related
studies are within the articles included in this thesis.

First, in Section 2.1, we discuss using data in computing education in
general. Many types of data can be collected from the learning process,
with keystroke data being one of the possible types. Then, in Section 2.2,
we examine previous work on keystroke data in the context of programming
by presenting a few systems that have been used in computing education to
collect keystroke data. In Section 2.3 one particular use case of keystroke
data is analyzed in more detail: keystroke dynamics, which is studying
the rhythm of typing. Keystroke dynamics has been used, for example,
to identify people. In the educational context, identifying the person typ-
ing can be used to authenticate users completing online courses. Then, in
Section 2.4, automatic plagiarism detection in programming is discussed.
Keystroke data presents unique opportunities for automatic plagiarism de-
tection: for example, by reconstructing the programming process keystroke
by keystroke, trivial plagiarism by copy-pasting is easily detected. Lastly, in
Section 2.5, we discuss having keystroke data as open data. Since keystroke
data can be used to identify the person typing, having keystroke data as
open data can be problematic if the data should be anonymous.

2.1 Using Data in Computing Education

Data collected from the learning process of students can be used to im-
prove education. The learning process can include many types of activi-
ties: for example assignments, lectures, and studying course material. The

9



10 2 Background

field of study in which using data to improve education is researched has
been called, for example, learning analytics, educational data mining, data-
driven instruction or data-driven education. There has been a lot of re-
search and multiple literature reviews on the topic [5, 61,69].

The activities and materials from which data has been collected in edu-
cation has sometimes been called smart learning content. Brusilovsky et al.
studied smart learning content, which they define as interactive web-based
learning content [9]. These include program visualization tools [25, 68, 76,
77], automatic assessment tools [4,18,30], and other interactive tools. One
of the advantages of smart learning content is the ability to collect data
about how students use these tools [50, 70]. Brusilovsky et al. note that
data collected from smart learning content can have benefits to many stake-
holders: instructors, students, researchers, smart learning content authors
and the smart learning content platforms themselves.

Ihantola et al. [31] conducted a literature review on educational data
mining and learning analytics in programming. While Brusilovsky et al. [9]
focused on learning content, Ihantola et al. focused more on the data col-
lected from programming. They studied the types of data that have been
collected and analyzed in programming courses, focusing also on whether
studies have been replicated by other researchers. They found that more
studies used high-level data – such as submission data – than low-level data
– such as keystroke data. Additionally, most of the data sets used have not
been open. Ihantola et al. found that the most common way to collect data
from the programming process is to instrument the programming environ-
ment with automatic data collection.

Data collected from the learning process can be used to improve educa-
tion in many ways. For example, data about how a student is performing
in a course can be used to find students who require additional help [26],
which allows instructors to stage an intervention [81]. An intervention can
take many forms: it could be additional assignments, additional teaching
opportunities, or simply showing the student a visualization about their
progress. Many students struggling with a certain concept might indicate
that there is something wrong with the learning material itself, and thus
data can be used to improve the learning material as well [50].

In the context of programming, one of the programming-specific ways to
collect data about a student’s learning process is to use an Integrated Devel-
opment Environment (IDE) in which students work on course assignments.
Using an IDE allows instructors and researchers to easily collect data about
the programming process of a student since many IDEs can be modified
to support data collection, for example, by customized plugins, which has
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been the most common way to collect data from programming [31]. De-
pending on the IDE, different types of data can be collected. For example,
BlueJ, a popular IDE used in programming courses, collects anonymized
versions of students’ source code as well as IDE actions such as compiling,
running and testing code [8].

Hundhausen et al. [29] recently presented a process model for IDE-based
learning analytics. The process model they developed includes four stages:
1) collecting data, 2) analyzing the data, 3) designing an intervention, and
4) delivering the intervention. They reviewed different systems that are
used to collect data from IDEs and studies that have used IDE-based data
to stage interventions to students. One of the call-to-action items they urge
future research to tackle is privacy of data collected from IDEs, which we
discuss later in this thesis.

One aspect of data is the granularity of the data. When considering
programming, keystroke data has been noted as the most fine-grained type
of data usually collected from programming [9, 31] while submissions to
assignments [31] or student level data such as age [9] have been noted
as the most coarse-grained. However, one could argue that for example
physiological data [3] is even more fine-grained than keystroke data, since
there could be multiple physiological data points between two keystrokes.
One of the benefits of fine-grained data is that it is possible to get a more
detailed view into the process a student took while programming [83].

2.2 Systems that Collect Keystroke Data

Keystroke data is data that is collected every time a key on the keyboard
is pressed. Generally, keystroke data can be collected with either a hard-
ware or a software keylogger. Academic studies have mostly used software
keyloggers as they do not require physical components and can be installed
remotely to a computer. Additionally, software-based keyloggers can easily
be configured to only capture keystrokes within a specific program, which
is good from a privacy perspective.

Many systems that collect keystroke data have been developed over the
years. We will discuss a few that collect data from programming as that is
the context of our studies. Many systems collect data from the program-
ming process, but only a few explicitly state that keystroke level data is
collected. For example, while Web-CAT [19], Marmoset [79] and BlueJ [44]
all collect data, they do not collect data at the keystroke level. The most
fine-grained data that Web-CAT and Marmoset collect are snapshots when
students save their source code, and for BlueJ the most fine-grained snap-
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shots are edit events where multiple edits to a single line of code are con-
densed into a single snapshot.

One example of a system in which keystroke data is collected from
programming is CloudCoder [62], which is a web-based programming as-
signment system. CloudCoder is designed to support short programming
exercises and the developers of CloudCoder provide an open repository of
assignments that are free to use. Students can submit the exercise directly
in CloudCoder, after which the submitted solution is tested against a test
suite. Students are shown the passing and failing test cases in the browser
to help them debug their program if all the tests do not pass. The data
collected in CloudCoder has been used to predict students’ success in in-
troductory programming courses [78].

The system that is used for collecting keystroke data in this thesis is
Test My Code (TMC) [63]. TMC is a service that facilitates students’
learning in many ways. It allows easy management of exercises: students
can download exercise templates and return completed exercises through
TMC. In addition, TMC can be used for automatic testing of students’
programs against a test suite that tests whether the students’ programs
work correctly according to the specifications of the exercise. An instruc-
tor can define as many test cases as they wish. If the program passes the
tests, students can get points for the completed exercise. For failing tests,
the instructor can define feedback to be given to the student. While origi-
nally developed for Java programming, TMC now supports a multitude of
programming languages such as Java, Python, and C. Students can return
their exercises for testing in multiple ways. TMC has a web UI that allows
zip-files to be uploaded. Additionally, there is a command line interface
and plugins for a couple of popular IDEs such as NetBeans and IntelliJ.
The IDE plugins add the functionality of TMC directly into the IDE by
implementng buttons for testing and submitting assignments.

In addition to providing an easy way to test and return exercises, TMC
also collects data from the process the students took while programming
if the students use one of the plugins that support TMC’s data collection
(for example the plugin for NetBeans). Data is collected based on actions
that the students take within the IDE as well as every time the contents of
a source code file change, for example when students write a character or
remove a character. Thus, the data is at the keystroke level. Data is also
collected every time students run or test their programs, as well as when
other IDE actions such as debugging are conducted.

There most likely exist many other systems that collect keystroke data
from programming, but where the fine-grainedness of the collected data is
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not specified. Additionally, there are some studies [22,43] where keystroke
data from programming has been collected, but the specifics of the system
being used are not publicly available.

2.3 Keystroke Dynamics

A much studied research area that utilizes keystroke data is keystroke dy-
namics [23,36,38,57,86]. In keystroke dynamics, the rhythm of typing on a
keyboard is used to build typing profiles of people. Keystroke dynamics has
been mostly studied from the point of view of identifying someone based
on the uniqueness of the rhythm of typing [38].

Different types of data can be collected from typing. The simplest
keyloggers collect just the keys pressed, while more sophisticated keyloggers
collect additional information such as the time of the keypresses or the
pressure of keystrokes [59]. Most commonly, keystrokes and their timings
are used, since collecting those does not require any special hardware as a
traditional keyboard can be used, whereas collecting information such as
the pressure of keystrokes is not possible with a traditional keyboard. This
keystroke data is processed into typing profiles.

Typing profiles can be used to identify the person using the keyboard
as it has been found that the way a person types is a biometric identi-
fier [23,36,38]. Biometric identifiers are characteristics of a person that can
be used to uniquely identify them [33]; other typical biometric identifiers
include a person’s fingerprint, the iris of the eye, and handwriting. Most
commonly, typing profiles include digraph latencies, also known as char-
acter pair latencies [64]. Digraphs are character pairs. For example, the
word pair has three digraphs: pa, ai, and ir. Average digraph latencies are
the average times it takes the person using the keyboard to type different
digraphs that occur during typing. Depending on the context, different
ways of calculating the average time have been used. This is often due to
technical details of the software / hardware used to collect the data: some
methods calculate the latency based on when a key is pressed, others cal-
culate it based on when a key is released, and some rely on visible changes
to text [53,64]. In Article III, we study identifying someone based on their
typing in the context of programming.

Even though the way a person types is a biometric identifier, it can
be affected based on the context of the typing. For example, some studies
have found that the keyboard being used affects the reliability of identi-
fication [86]. Similarly, the type of text being written has been found to
affect identification [57]. In Articles IV and V we analyze how the context
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of typing affects typing-based identification. In Article IV we analyze how
identification changes between assignments completed at home and pro-
gramming tasks in exams both at home and at the university. In Article V
we examine whether it is possible to identify someone typing Finnish based
on typing profiles built from programming data and vice versa.

In addition to identifying the person typing, keystroke dynamics has
been used to identify attributes related to the writer. There have been
some studies on recognizing emotional states based on typing patterns
[6,21,42,43]. The results of these studies indicate that the emotional state
of the typist affects their typing patterns, which allows estimating the cur-
rent emotional state of the typist based on how they type. Additionally,
demographic factors such as gender have been inferred by keystroke anal-
ysis [7]. Keystroke dynamics have also been used to predict programming
performance [82]. The results indicate that more skilled programmers type
differently than less skilled programmers. In Article I we partially replicate
the study in [82] and also investigate whether prior programming experience
can be inferred based on typing patterns. Considering the R.A.P. taxonomy
presented in [31], our study is a reproduction as it involves new researchers
investigating new data with new methods to reproduce the results of the
previous study.

2.4 Automatic Plagiarism Detection in
Programming

Many tools have been developed to automatically detect plagiarism in pro-
gramming. These tools include, for example, JPlag [65] and MOSS1. Most
of the tools rely on comparing source code files to one another to find
whether two files are similar enough to warrant plagiarism concerns. The
tools often employ methods to counteract typical measures plagiarists take
to hide and disguise plagiarism. For example, the tools might only compare
the structure of the program, and do not take the naming of variables into
account, since plagiarists typically try to disguise plagiarism by changing
variable names.

Plagiarism is common when learning programming [35]. One of the
reasons might be that the definition of plagiarism seems to not be very
clear to students [11, 34]. On one hand, students are often encouraged to
work together and to use external libraries – to not “reinvent the wheel”,
but at the same time students are expected to not copy-paste source code

1https://theory.stanford.edu/~aiken/moss/
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without attributing it to the original author. Traditionally, there has not
been a standard format for attributing borrowed code easily [75], which
exacerbates the problem. Additionally, as programming is done on the
computer, copying someone else’s code is trivial compared to having to
handwrite plagiarized answers. This is exacerbated by the wide availability
of example code: third party sources such as Stack Overflow2 are often
used to find solutions with code examples to common problems students
can encounter, and services such as GitHub3 are used to host open source
projects from which students can potentially copy code.

In Article II we study automatically detecting excessive collaboration
in a take-home exam. We use keystroke data to reconstruct the process
students’ took while constructing their solutions and compare the processes
to identify cases where students may have plagiarized or collaborated with
others, which was not allowed during the take-home exam.

2.5 Keystroke Data as Open Data

Traditionally, research data has been closed and only specific people have
had access to it. Nowadays, there is a push to have open data [45]. The
most extreme example is to have all of the data available to anyone inter-
ested, although there have been other examples where data is only partly
open: for example, some features have been removed (for instance remov-
ing identifying information due to privacy concerns [16]), or data is only
shared for pre-specified purposes (for instance data might be released only
for non-commercial purposes [60]).

There are many benefits to having open data in academia. Open data
makes it easy for third parties to replicate studies using the same data
to verify results, which increases the transparency of science [1, 31]. In
addition to verifying previous results, open data enables other researchers
to conduct novel studies, which advances science.

However, open data also has its downsides. In the case of data related to
people, one of the major problems is related to privacy. Data can easily in-
clude personally identifiable information, and it is not always obvious which
features of the data could be used to identify people. Identifiers in data can
be split into two categories: explicit identifiers and quasi-identifiers [14,80].
Explicit identifiers are features such as a person’s full name or their social
security number, which can be used by themselves to identify a person.
Quasi-identifiers on the other hand are features that by themselves can not

2https://stackoverflow.com/
3https://github.com/
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be used for identification, but may form an identifier when combined with
other features. For example, age is not an explicit identifier, since many
people share the same age. However, if you combine age with a postal code,
it is possible that in a certain postal area, there is only a single person with
a certain age. Thus, combined together, age and postal code may form
an identifier, and thus both age and postal code are quasi-identifiers. The
more quasi-identifiers you combine, the more likely it is that they become
an identifier.

As an example of what can go wrong when data is released openly, when
Netflix4 released data about users’ movie ratings, researchers were able to
identify people as well as infer private information about them based on the
data [58]. They used another publicly available data set – movie ratings
in the Internet Movie Database (IMDb)5 – and combined data from both.
If a user had rated a movie at around the same time in both services, and
this occurred multiple times in the data, it was determined to be fairly
likely that the person rating the movies is the same in both data sets. The
problem here is that when a user is giving a rating in Netflix, they most
likely think that the given rating will remain private. However, the same
person could have a public IMDb profile and avoid rating controversial
movies publicly. Based on how users’ rated certain movies, the researchers
were able to infer political preferences and even sexual preferences of the
users.

Keystroke data can be used to identify the person who did the typ-
ing [38], more specifically the combination of keystrokes and their timings
can be used to build a typing profile that is unique to the person typ-
ing. Thus, keystroke timings are a quasi-identifier – you need to combine
many of them to get an accurate typing profile. This essentially means that
keystroke data contains personally identifiable information – the keystrokes
and their timings.

Since keystroke data can be used to identify people, having keystroke
data as open data is questionable. For example, if keystroke data collected
in a programming course was released openly, someone else with similar
data could connect the data sets and gain information about the person.
Keystroke data has been shown to be usable for identifying emotional states
[21, 42]. Thus, a possible, if unlikely, example could be that someone with
depression has participated in a programming course, and later applies for
a job at a company. If the company also has keystroke data about the
applicant (for example collected during a technical interview), they could

4https://www.netflix.com
5https://www.imdb.com/
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connect the data sets and potentially gain sensitive medical information
about the past emotional states of the applicant. Based on this, it might
not be ethical or fair to have keystroke data as open data. In Article VI
we examine anonymization of keystroke data. We investigate whether we
can find a balance between anonymity and information in a way where the
people in the data can no longer be identified based on keystroke dynamics,
while retaining other information related to keystroke dynamics in the data
so that the data still has value to researchers.
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Chapter 3

Research Approach

In this chapter, we describe the research approach of this thesis. We first
outline the context of the research conducted and the data used in the
studies in Section 3.1. We then explain the methodological choices of the
thesis and the articles in Section 3.2.

3.1 Context and Data

The studies in this thesis have been conducted with data collected from
multiple iterations of two introductory programming courses held at the
Department of Computer Science of the University of Helsinki in Finland.
The programming language taught is Java. Together, the courses last for
14 weeks (7 weeks each) and cover traditional introductory programming
topics such as variables, printing output, reading input, objects, classes,
interfaces, etc.

The course pedagogy relies on having many small automatically assessed
exercises instead of larger projects. The number of exercises has varied a
little based on the course iteration, but there have typically been around
10-30 exercises a week in the courses. With small exercises, students get
the feeling of accomplishment early and often [85]. Additionally, with small
exercises, students get feedback earlier and more often than with larger ex-
ercises, and are more likely to start working on them early compared to
larger more complex exercises [17]. Small exercises also guarantee that stu-
dents get repeated practice on important concepts, which has been shown
to increase long-term retention of information [39].

How students are assessed at the end of an introductory programming
course varies a lot between institutions [72, 73], but electronic examina-
tions can have benefits such as being able to use automatic assessment and

19
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allowing students to debug code [67]. Thus, we have decided to use elec-
tronic examinations as the end of course assessment. The electronic exams
contain assignments similar to those completed as weekly exercises in the
course.

Students in the courses use an Integrated Development Environment
(IDE) with a custom plugin that allows exercise management. The courses
use an IDE starting with the very first exercise. This has been done so
that students learn to use professional tools for programming at the same
time they are learning the concepts. The IDE of choice here is NetBeans.
NetBeans was chosen as it is open-source and commonly used for Java
development. The custom plugin we use for NetBeans to manage exercises
is called Test My Code [63] and is discussed in Chapter 2 under Section 2.2.

The data collected from Test My Code consists of different types of
events students take whilst programming in the IDE. The most relevant
data for this thesis are edit events, which are collected when students edit
source code in the IDE. The edit events are based on comparing the source
code before and after a student edits it. Thus, they usually only contain a
single character addition or deletion, which is the case when students are
writing source code. If students remove larger blocks of text, or copy-paste
code from somewhere else, the edit events can include multiple characters
in these cases.

3.2 Methodology

The overarching theme of this work is “What benefits are there to collecting
keystroke level data in programming courses”. This question is examined
through a series of experiments where different uses of keystroke data are
studied. The used data has been gathered over the years and due to this,
most of the studies use post hoc quantitative analyses such as different
machine learning methods. Additionally, in all of the studies, the focus is
on the usefulness of keystroke data and its applications for education.

The granularity of collected data affects the usefulness of the data, but
also the resources needed to collect the data. From the usefulness perspec-
tive, more fine-grained data should always be strictly more beneficial as less
fine-grained data can be obtained by filtering more fine-grained data. How-
ever, more fine-grained data requires more disk space as well as uses more
bandwidth when being transmitted. A less obvious disadvantage is that
more fine-grained data is also likely to contain more personally identifiable
information, and thus requires more careful handling.
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Figure 3.1: An illustration of digraphs and digraph latencies. A digraph
is a pair of two characters, for example “L” and “O” as in the picture. A
digraph latency is the time between two sequential keypresses, which form
the digraph.

Table 3.1: An example typing profile built based on Figure 3.1. The typing
profile consists of the average times it took the person typing to type two
different digraphs, “LO” and “OL”.

Digraph Average digraph latency
Digraph1 L->O 137 ms
Digraph2 O->L 232 ms

We have decided to collect data at the keystroke level, that is, collecting
every keystroke of students while they are programming. More fine-grained
data should allow a more accurate view into the learning process of stu-
dents, which could have benefits to both researchers and educators. Seeing
the whole process instead of only the final product could provide insight
on which parts of the process are hard for students, and which parts are
easy. This information could be used to – for example – stage appropriate
interventions where students are given more help on certain topics.

Many of the experiments we conduct are based on analyzing students’
typing profiles. The typing profiles consist of the average times it takes
students to write certain character pairs, that is, digraphs. Figures 3.1
and 3.2 contain two examples of keystroke chains and the latencies between
those keystrokes, and Tables 3.1 and 3.2 contain the resulting typing profiles
respectively.
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Figure 3.2: A sequence of five keystrokes: “L”, “O”, “L”, “O” and “D”.

Table 3.2: An example typing profile built based on Figure 3.2. The typing
profile consists of the average times it took the person typing to type three
different digraphs, “LO”, “OL” and “OD”.

Digraph Average digraph latency
Digraph1 L->O 158 ms
Digraph2 O->L 232 ms
Digraph3 O->D 375 ms

We study the benefits of keystroke data through three research ques-
tions. The methodologies used to study each question are presented here.
A mapping between the research questions and the included articles is in
Table 3.3.

• RQ1. How well can students’ programming performance and previous
programming experience be inferred from keystroke data?

In Article I, we study RQ1 by conducting a study where we replicate
a study by Thomas et al. [82] who found that keystroke data can be used
to infer students’ programming performance. They divided digraphs into
categories – for example numeric, alphabetic, browsing, etc. – based on the
types of keys the digraphs consisted of. The results of their study indicate
that the speed of writing numeric and “edge” (characters in the digraph are
in different categories, but are not browsing characters) digraphs correlates
with students’ scores in a written test: those who wrote these digraphs
faster performed better in the test. In our replication, we only have data
for some of the categories as we do not have data on browsing or control keys
due to limitations of the software used to collect the data in our studies.

Additionally, we extend Thomas et al.’s study by exploring using differ-
ent machine learning methods to predict exam performance and students’
previous programming experience based on students’ typing patterns. We
use the Random Forest and Bayesian Network machine learning classifiers
to predict students’ performance in a programming exam and whether stu-
dents’ have previous programming experience. We compare the results to
random guessing to see whether keystroke data can achieve better predic-
tion performance.
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RQ1. RQ2. RQ3.

Article I x x
Article II x
Article III x x
Article IV x x
Article V x
Article VI x

Table 3.3: Mapping between articles and research questions.

• RQ2. How can keystroke data help with detecting plagiarism and
with source code authorship attribution in programming courses?

In Articles II–V, we study RQ2. We use triangulation, that is, conduct
multiple experiments where we study different ways of utilizing keystroke
data to automatically detect plagiarism and to identify the programmer.
There exist many methods to detect plagiarism based on final submissions
to programming tasks, for example JPlag [65]. However, with keystroke
data, it is possible to reconstruct the programming process keystroke by
keystroke, and thus we focus on methods that explicitly rely on the fine-
grained nature of the data.

In Article II, we examine automatic ways to detect plagiarism and ex-
cessive collaboration in take-home exams. We first identify possible cases
of plagiarism and excessive collaboration based on multiple factors. We an-
alyze keystroke data collected during a take-home exam to analyze whether
plagiarism could be automatically identified from the data. We base the
analysis on examining the programming process and comparing students’
processes to one another. A single student’s process can indicate plagiarism
if it contains abnormalities such as copy-pasting while two or more students
having similar processes can indicate excessive collaboration.

In Articles III, IV and V we examine plagiarism from a different angle
compared to Article II. In Article II, we focus on identifying programming
processes that indicate plagiarism. In Articles III–V we instead focus on
identifying the person completing the assignment. The methodology we
use in Articles III–V is based on keystroke dynamics, that is, the rhythm
of typing. Identification based on typing in our studies is conducted by
building typing profiles of students in different settings and then comparing
the typing profiles to find whether a student’s typing profile in one setting
matches the typing profile in the other setting. For example, in Article IV,
we examine identifying a student in a take-home exam based on a typing
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profile built from assignment data. If the same student who completed the
assignments attends the exam, the typing profile in the exam should be a
close match to the typing profile in the assignments.

• RQ3. How could privacy and information be balanced in keystroke
data?

In Article VI, we study RQ3 by conducting an experiment where we de-
identify1 typing profiles. Our goal is to find a balance between anonymity
and information. This is based on the realization that when anonymity
of data is increased, the informational value of the data is decreased. For
example, for perfect anonymity, one could remove every possible feature of
data that could be used to identify someone, but this would result into a
lot of lost data. On the other hand, the more features there are in data,
the more likely it is that someone could be identified based on the data if
those features are quasi-identifiers. We focus on preventing identification
based on typing and do not try to prevent identification altogether. Even if
identification based on typing can be prevented, other ways of identification
based on, for example, textual content or stylometry (the style of the text)
could still be possible.

To explore the balance between anonymity and information, we con-
duct a case study where we examine how keystroke-based identification
accuracy changes when we de-identify the typing profiles as a measure of
how anonymous the data is. To measure informational value, we use the
methodology used in Article I where typing profiles are used to classify
students into novice and more experienced programmers. For identifying
people, we use the methodology outlined in Articles III and IV. The goal
of the case study is to find whether we can find a balance where students
cannot be identified based on typing, but their programming experience
can still be inferred. If such balance is found, we can say that the data
is at least partially anonymized – against our keystroke-based identifica-
tion approach – but the data still has value to researchers since students’
programming experience can be inferred.

1De-identification is similar to anonymization, but the former term is more commonly
used in academic studies. Anonymization as a term seems to imply that identifying
people in the data is impossible, whereas de-identification implies that certain ways of
identifying someone have been made harder.



Chapter 4

Results

In this chapter, we describe the main findings of the publications included
in this thesis. Only the key findings are presented. For more thorough anal-
ysis, see the original publications at the end of the thesis. Sections 4.1, 4.2,
and 4.3 present results related to research questions 1, 2, and 3 respectively.
Each research question is reiterated in the beginning of their corresponding
Section.

4.1 Inferring Programming Performance and
Experience from Keystroke Data

The first research question of this thesis is “How well can students’ pro-
gramming performance and previous programming experience be inferred
from keystroke data?” Based on our results in Article I, the programming
experience and performance of students can be automatically identified
based on their typing to some extent.

In Article I, we partially replicated a study by Thomas et al. [82] and
found results that supported their findings. The main result of both studies
is that students who perform better in programming based on exam per-
formance are faster at writing certain digraphs. Both studies found that
better performing students are faster at writing digraphs where the type
of character changes (such as when going from a numerical key to an al-
phabetic key) – in our results, the correlation with exam scores was −0.227
and in Thomas et al.’s study the correlation was −0.276. Additionally, both
studies found that the speed of writing numeric digraphs (where both char-
acters are numbers) correlates with exam performance with correlations of
−0.170 and −0.333 for our and Thomas et al.’s study respectively.

25
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In addition to replicating Thomas et al.’s study, we examined classifying
students into high and low performing students – over or under median
exam score – based on their digraph latencies. We found a classification
accuracy of 65% on the first week of the course with the accuracy reaching
a little over 70% in the last week of the course compared to an accuracy of
around 52% for a baseline majority classifier.

Lastly, we studied whether students’ prior programming experience can
be inferred from keystroke data. There are some digraphs which are com-
mon in programming and rare in natural language such as digraphs con-
taining special characters. The results of the study show that these pro-
gramming specific digraphs are the most telling of prior experience or skill
in programming as experienced programmers typed these digraphs faster
on average. An example of such digraph is i+ which is often written in
source code when incrementing a variable called i (i++). The difference in
typing speeds of i+ is visualized in Figure 4.1. The classification accuracy
was around 75%, which is slightly better compared to a baseline majority
classifier which always classifies a student as not having any programming
experience, which had an accuracy of around 60%.

4.2 Plagiarism Detection and Authorship
Attribution Based on Keystroke Data

The second research question of this thesis is “How can keystroke data help
with detecting plagiarism and with source code authorship attribution in
programming courses?” Based on our results in Articles II-V, keystroke
data can help with detecting plagiarism and with source code authorship
attribution mainly in two ways: 1) by reconstructing the programming
process and looking for anomalies (Article II), and 2) by building typing
profiles of students and using those for authorship attribution (Articles
III-V).

In Article II we examined keystroke data collected from a take-home
programming exam. Students were able to choose a suitable time to start
the four hour long exam. Keystroke data allows a key-by-key reconstruc-
tion of the whole programming process and we found that reconstructing
the processes students took to reach their solutions can be used to detect
plagiarism. Firstly, from keystroke data, it is trivial to notice copy-pasting.
Looking at the reconstructed programming process, copy-pasting shows up
as a sudden influx of text. Secondly, comparing students’ processes to
one another can reveal processes that are similar. We found that similar
processes can indicate excessive collaboration and plagiarism.
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tween pressing the characters i and + by novice and experienced program-
mers [49].
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Table 4.1: The effect of the amount of data used to build a typing profile
on identification accuracy. A typing profile was built with data from the
“training weeks” and students were identified on the “identification week”
[53].

Training
weeks

Identification
week

Students Correctly identified Accuracy

1 2 153 119 77.8%
1-2 3 153 126 82.4%
1-3 4 153 135 88.2%
1-4 5 153 135 88.2%
1-5 6 153 133 86.9%
1-6 7 153 146 95.4%

In Article III we studied using keystroke dynamics to identify program-
mers. Our findings indicate that programmers can be identified based on
typing with a high accuracy – using data from the first six weeks of a course,
students in the seventh week could be identified with a 95% accuracy. This
essentially means that students in programming courses can be identified
based on their typing when keystroke data is collected. Table 4.1 shows the
identification accuracy based on how much data is used to build the typing
profiles.

In Article III, we studied keystroke-based identification with data gath-
ered from programming assignments. One limitation of that study was that
all the data was related to assignments. Thus, it is not certain whether
identifying a programmer based on typing is possible when the context
is changed, for example if the programmer uses a different keyboard or
if the context of the assignments is different. In Article IV, we studied
whether data gathered from assignments could be used to identify a pro-
grammer in an exam. While the context is somewhat similar, for example
in both the text that is written is source code, there are some differences
as well. We studied both identifying students taking a take-home exam
as well as students attending an exam at university premises. In both
cases, it is likely that students are more stressed than during regular as-
signments as the exams are high-stakes and have a tight time limit. Ad-
ditionally, when students are completing the exam at university premises,
it is likely that they are using a different keyboard than during regular
assignments. We found that identifying students in both types of exams is
possible based on the data gathered from assignments with over 85% accu-
racy (with n = 69, 61, 153, 128 for two campus and two take-home exams
respectively), but identification accuracies are somewhat lower than when
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the data comes from a single context where the identification accuracy was
around 95% (with n = 153).

We further explored how changing the context affects identification ac-
curacies in Article V. We gathered data from programming assignments,
programming exercises in an exam, and essay questions in an exam. We
studied how the accuracy of identification varies when the text that is writ-
ten varies between programming and natural language. The results of the
study indicate that identification is considerably more difficult but still pos-
sible to some extent when the text someone types is of different type than
the text that was used to build the typing profile. We found that using data
from 12 weeks of programming assignments to build typing profiles, 73% of
students completing a programming exam assignment were correctly iden-
tified, while only 50% of students writing an essay answer were correctly
identified. This indicates that the context of the writing (essay versus pro-
gramming) does affect the identification accuracy. The 50% accuracy is still
considerably higher than random guessing (which would have an accuracy
of under 1%).

4.3 Anonymity and Information

The third research question of this thesis is “How could privacy and infor-
mation be balanced in keystroke data?” Based on our results in Article VI,
by de-identifying keystroke data, at least keystroke-based identification can
be made less accurate while retaining some keystroke-related information
in the data.

In our case study, we tried to find a balance where students’ program-
ming experience could still be inferred based on their typing (similar to
Article I), but the person typing could not be identified anymore (similar
to Articles III-V). Figure 4.2 shows how the identification accuracy and the
programming experience classification accuracy changes depending on the
amount of de-identification. The method used for de-identification here is
dividing keystroke latencies into categories – very slow, slow, average, fast,
and very fast – instead of having the exact average keystroke latency in
the typing profile. In the article, we call these categories “buckets”. The
amount of categories depends on the amount of anonymization. For ex-
ample, if data contains latencies between 10 and 750 milliseconds, and if
the bucket size is 150 milliseconds, there are five buckets: 0-150, 150-300,
300-450, 450-600, 600-750 (see Article VI for details).

Based on our results, there is a de-identification point where students
can no longer be identified reliably, but their programming experience can
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Figure 4.2: Identification (solid line) and programming experience (dashed
lines) classification accuracy compared against increasing de-identification.
Students’ typing profiles were modified so that instead of having the exact
average latencies for digraphs, they only had information on which category
(bucket) each digraph belonged to (see Article VI for details). Programming
experience classification accuracies are shown for three different classifiers:
Bayesian Network, Random Forest, and the majority class classifier ZeroR.
The x-axis represents bucket size and the y-axis expresses identification and
classification accuracy [47].
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still be inferred with an accuracy that is higher than simply guessing. For
example, with the data used in Figure 4.2, a suitable “balance” could be at
around x = bucket size = 300 milliseconds. At that point, the identification
accuracy is quite low at around 7%, while the programming experience
classification accuracy is at around 71% compared to around 59% with the
majority classifier.
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Chapter 5

Discussion

In this chapter, we discuss the results of this thesis. First, the relation-
ship between performance and typing is discussed in Section 5.1. Then,
results on identifying students based on typing are reviewed in Section 5.2.
We then reflect on detecting plagiarism from keystroke data in Section 5.3.
Section 5.4 discusses possible applications of the results outside of educa-
tion and Section 5.5 discusses open data and anonymity. The fine-grained
nature of the data is discussed in Section 5.6. Additionally, we present the
limitations of this work in Section 5.7.

5.1 Relationship Between Performance and
Typing

The results of our experiments indicate that the way students type tells
about students’ previous programming experience and their programming
performance, which supports earlier findings by Thomas et al. [82]. It
should be noted that experience and performance can be argued to be
similar measures to one another: as you get more experience on doing
something, you are likely to get better at it. On the other hand, there
could be differences due to someone having natural talent at a skill, and
thus learning it faster, in which case a more experienced person could still
perform worse than a less experienced one. Both are detected the same
way through typing: those with more experience, or more proficiency, in
programming are faster at typing programming-related digraphs such as i+
or ||.

While previous experience can be collected with a questionnaire and
performance can be inferred from assignment performance, the impact of
our results is that if we do not have any other information than keystroke
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data, these attributes can be estimated from the data. For example, it
is possible that we have keystroke data but a student did not complete
a background questionnaire on programming experience, or it is possible
there was no question about programming experience in any questionnaire.
Furthermore, questionnaire answers are subjective. As an example, a back-
ground questionnaire on programming experience might ask students about
the number of hours they have programmed before the course. If the topic
of the course is Java, having a 100 hours of Java experience could be many
times more beneficial than having 200 hours of PHP experience, but merely
looking at questionnaire answers these differences might not be evident.
Moreover, students might not answer questionnaires truthfully, for exam-
ple in fear of appearing incompetent. Additionally, collecting keystroke
data is passive and non-intrusive, so getting any information through it
is good from the viewpoint of not having students spend time answering
questionnaires.

Since programming performance can be partly inferred based on key-
strokes, it is possible that keystroke data could be used to support decisions
on whether an intervention, for instance additional assignments, should be
given to a student. Using keystroke data to infer the performance of a
student could also be beneficial in situations where the student has not yet
submitted a solution, for example due to being stuck on the assignment.
Furthermore, there could be open-ended assignments where the goals of
the assignment are not clear, and thus for example automatic assessment is
not possible. In these cases, keystroke-based performance inference could
still be possible, while more traditional methods that rely on, for example,
passing test cases would not be feasible.

When anonymizing typing profiles in Article VI, we found that the
exact average typing speeds of digraphs are not necessary for inferring stu-
dents’ previous programming experience from typing. In fact, just specify-
ing whether students are fast or slow at writing each digraph is sufficient.
This is most likely due to the predictions being mostly based on how fast
students are at typing programming specific digraphs. Thus, if enough pro-
gramming specific digraphs are classified as fast instead of slow, the student
is classified as likely having programmed before.

5.2 Identifying Students Based on Typing

Keystroke data can be used to build a typing profile of a student. In our
studies, we decided to mostly use the information on how fast students
typed certain character pairs – digraphs – while they were programming.
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These average digraph latencies were found to be able to be used to iden-
tify students quite accurately: identification accuracies varied depending
on different factors, but were consistently at least around 90%. To the
best of our knowledge, these studies are the first in which keystroke-based
identification has been studied in the context of programming.

Being able to identify a student brings many benefits. In our con-
text, we have a massive open online programming course (a programming
MOOC), where at the end of the course students can attend an exam and if
they perform well enough, they are granted a study right to the University
of Helsinki [84]. Our results show that with keystroke data we can check
whether the typing profile the students had during programming assign-
ments completed at home matches the typing profile of the student in the
exam. With this information, it is possible to detect cases where the stu-
dent who attended the exam is different from the one who completed the
programming assignments. This type of authentication is not new and has
been used for example by Monaco et al. [56] and Coursera [12,54]. However,
our results confirm that this also works with programming.

We found that identification is also somewhat accurate when identifying
students writing an essay based on typing profiles built from programming
assignments and vice versa. This means that students can be identified even
when the text students write is quite different (source code versus Finnish
text). Additionally, we found that just using data from the most common
25 digraphs in the data is sufficient to reach identification accuracies that
are high enough for quite reliable identification.

While we are able to achieve high identification accuracies, there exists
the possiblity that a student is falsely identified as having cheated. Thus,
keystroke-based identification should not be seen as an incontestable way
of detecting cheating, but only used for example to raise a flag for manual
checking of students’ answers.

The benefits of using keystroke data for user authentication in online
courses are many. For example, collecting keystroke data is passive and
non-intrusive compared to many other authentication methods during take-
home exams, which might rely on face scans [37,66] or supplying photos of
yourself and a government-issued ID [20]. Additionally, some laptops and
many desktop computers do not have web cameras, which are required for
many other online authentication methods, whereas keyboards are used in
practically all desktop and laptop computers. As keystroke data is collected
passively, continuous identification is possible without a disruption to the
user experience of the students in the course, while face scans or supplying
a photograph require actions from the students.
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One downside of keystroke-based identification is that if the data is
compromised, it could be possible for an attacker to spoof keystrokes and
impersonate the person whose keystrokes have been compromised [55]. This
is a downside of most biometric authentication methods: similarly, if the
iris of the eye is used for authentication and if the data containing infor-
mation about the iris is compromised, an attacker can submit the compro-
mised iris data as their own. This downside is similar to a password being
compromised, however, with traditional passwords a user can change their
password, but you cannot change your iris. It is also inconvenient to change
your natural typing rhythm.

A downside from the perspective of using keystroke data for detecting
if a student had someone help them in some of the assignments is that
a student could have someone else complete every exercise for them, and
then have that someone attend the exam for them as well. In this case, the
typing profiles during the exercises and in the exam would match, raising
no suspicions of cheating. This is especially a problem for courses that are
offered only online, since if the exam is organized offline, students’ identities
can be verified in the exam.

5.3 Detecting Plagiarism from Keystroke Data

With the typing profiles, we focused on identifying students and using that
information to check whether the same student attended the exam and com-
pleted the programming assignments [48, 53]. We also studied other ways
of detecting plagiarism using keystroke data that are based on classifying
the processes students took while programming instead of focusing on iden-
tifying the students themselves [27]. We examined whether keystroke data
could be used to classify a process as either genuine (no cheating occured)
or disingenuous (cheating occured). We found that there are some quite
trivial ways of detecting plagiarism through keystroke data. As it is possi-
ble to see the whole process through the keystrokes, directly copy-pasting
someone else’s answers was very obvious. In addition to these trivial ways,
we found that the linearity of the process could also indicate cheating. For
example, in a genuine process students usually modify their source code
quite a lot when they are refactoring their programs. Thus, a process that
is very linear, where little to no refactoring occurs, can indicate plagia-
rism. Similar results have been later found by Yan et al. who also found
that intermediate steps in the programming process can be used to detect
excessive collaboration [87].



5.4 Applications Outside Education 37

5.4 Applications Outside Education

The context of the studies included in this thesis has been computing ed-
ucation, more specifically learning to program. Still, the findings can have
applications outside of education.

We found that students can be identified based on their typing when
they are programming. It is likely that identification would also work for
professional programmers who are writing source code. This finding could
be used to continuously authenticate the programmer. This could be useful
when working with very sensitive programs, where it is necessary that third
parties cannot see the source code.

Additionally, there have been studies which have shown that emotional
states can be inferred when writing natural language [21]. Since we were
able to show that identification based on typing works also when writ-
ing source code, it is possible that emotions could also be inferred from
keystroke data gathered from programming. Thus, automatic systems
could be developed and integrated into IDEs that track the programmer’s
mood, and possibly suggest actions based on the programmer’s mood – a
short break could be suggested to a frustrated programmer.

Previous studies within the context of natural language have found
that demographical information can be inferred based on keystroke data
[7]. We found that students’ previous programming experience and their
programming performance can be inferred from keystroke data. Being able
to identify someone’s programming experience could be used for purposes
beyond the educational context. For example, inferring the programming
experience of a job candidate could be used to support hiring decisions.

Both identifying an individual and inferring their programming expe-
rience could also be used in targeted advertising. Keystroke-based iden-
tification could possibly be used to identify an individual across different
websites, different browsers and computers. Even if keystroke-based iden-
tification turns out to not be viable on a large scale, just identifying some
attributes of the person typing such as whether they have programmed
before could be beneficial to advertisers.

5.5 Open Data and Anonymity

In Article VI, we have identified a topical issue that is relevant to the whole
research community in general: there is a conflict between open data and
privacy. Opening any data potentially compromises the privacy of subjects
in the data. This is obviously less of an issue with certain types of data such
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as any data that is not related to people. For example, opening weather
data is very unlikely to compromise privacy. However, opening any data
related to people has the possibility of inadvertently releasing personally
identifiable information [58]. Thus, researchers should be very careful when
opening such data. On the other hand, especially as of late, open data has
been desired by many different actors: publishing forums, funders, and
the community [31]. This leaves researchers with the dilemma of how to
guarantee the privacy of those who have supplied the data (in our case,
students), while still trying to have the data as open as possible.

Our results in Article VI show that while it is possible to find a bal-
ance between anonymity and information, identification accuracy does not
decrease linearly with increasing de-identification, and actually increases
at certain higher levels of de-identification. Thus, it is not certain that
“more de-identification” is better and more research on de-identification of
keystroke data is needed before considering releasing such data openly. Es-
pecially since we only considered one way of identification – identification
based on the timing of keystrokes. It is very likely that other ways of iden-
tification, for example based on textual content such as variable names or
textual / coding style such as how one uses brackets could be viable ways of
identifying the programmer. A trivial example is someone who uses their
whole name in comments within the source code.

5.6 Granularity of Data

An interesting aspect of keystroke data is its fine-grainedness. The fine-
grained nature of the data allows transforming it into more coarse-grained
abstract data formats. For example, in our studies we have transformed
fine-grained keystrokes and their timings into typing profiles. Similarly, in
the context of programming, keystroke data allows the reconstruction of the
whole process a programmer took to develop their program. If the state of
the source code being written is only collected when, for instance, the code
is compiled or when a student submits an assignment, some information
related to the process is always lost.

On the other hand, there are some advantages to collecting more coarse-
grained data. For example, coarse-grained data most likely requires less
preprocessing compared to keystroke data, and thus analyzing it is faster.
Additionally, if keystroke data is always just processed into more abstract
formats for analysis, one could argue that it would be more efficient to just
collect data in the abstract formats in the first place.
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When considering privacy, fine-grained data could be problematic. Based
on the results of our studies, people can be identified based on their typing
from keystroke data. It is possible that other private or personally identi-
fiable information could also be inferred from fine-grained data. This is an
issue when keystroke data is collected for exploratory studies as new analy-
sis methods can reveal information previously thought not to be possible to
be inferred from such data. Another consideration is whether it is ethical
to conduct new studies on old data post hoc. If the people who supplied
the data thought that only certain types of analysis are possible or will be
conducted with the data, using the data for other types of analysis could
be argued to be unethical, even if individuals in the data are not explicitly
identified.

5.7 Limitations

There are many limitations to both this thesis and the individual studies
included. Here, we present the most important threats to both external
and internal validity of this thesis. External validity relates to how well
the results generalize to other contexts, and internal validity relates to how
well other explanations for the results can be ruled out.

There are two main limiting factors with regards to the scope of this
work. Firstly, we study keystroke data in the educational context only.
Thus, the results should not be automatically assumed to generalize beyond
this context. For example, it is possible that programming students write
their programs differently than experts, and thus not all the results would
be applicable when considering professional programmers. This brings us
to the other major limiting factor, which is that most of our studies are
only considering programming courses as the source of data. This was done
partly due to the fact that we had keystroke data from the programming
context easily available, but not similar data from other contexts. Addi-
tionally, this was also one of the main motivations behind this work – to
study how keystroke data works in the programming context. On the other
hand, both limiting factors regarding the context of the work – program-
ming and education – are needed since otherwise one thesis would not be
able to cover the needed studies.

All of the studies were performed within a single institution – University
of Helsinki. Additionally, we only used keystroke data collected within two
different courses: “Introduction to programming” and “Advanced course in
programming”, although we did use data from multiple iterations of those
two courses. It is possible that the context of the courses affects the results.
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For example, we found that students’ previous programming experience and
their programming proficiency can be inferred from keystroke data [49]
– but it is possible that this only works for novice programmers taking
their first steps in learning to program. Our courses have around the same
number of students each time, which is also a limitation, since it is possible
that results would be different with a different number of students. At this
time, our results have not been replicated by third parties.

The analyses in this thesis are limited by the data available to us. For
example, while we can recreate the programming process and infer infor-
mation based on that, there are many things we do not know based on the
data. If there is a long pause between keystrokes, we do not know what the
student does during the pause. Additionally, the software used to collect
the data relies on the difference between two subsequent states of the text,
which means that we do not have information on keys that do not cause a
visual change to the text, for instance the use of the arrow keys.

Many of the results in this thesis are based on building typing profiles
of students. However, we cannot claim any causality. For example, even
though we have found that students who are faster at typing programming-
specific digraphs are more likely to perform well in the exam, it is almost
certain that this is not a causal effect – practicing the speed of typing
specific digraphs would presumably not increase a student’s performance
in the exam. A much more likely explanation would be that a person
is faster at typing digraphs they have typed many times, and those who
perform better have practiced programming more and thus have also typed
programming-specific digraphs more.



Chapter 6

Conclusions and Future Work

In this chapter, we first revisit and answer the research questions in Sec-
tion 6.1. We then present the main findings and key contributions of this
work in Section 6.2. Lastly, we discuss some possible future research direc-
tions in Section 6.3.

6.1 Revisiting the Research Questions
This thesis has an overarching theme of “What benefits are there to collect-
ing keystroke level data in programming courses?”. This overarching theme
is studied with the following three research questions:

• RQ1. How well can students’ programming performance and previous
programming experience be inferred from keystroke data?

• RQ2. How can keystroke data help with detecting plagiarism and
with source code authorship attribution in programming courses?

• RQ3. How could privacy and information be balanced in keystroke
data?

The brief answers to these research questions, based on the publications
included in this thesis, are the following:

• Answer to RQ1: Based on our results in Article I, students’ pro-
gramming performance and prior experience can be inferred to some
extent based on keystroke data. This is done by examining how fast
students type character pairs. More experienced and better perform-
ing programmers write pairs that are common in programming but
rare in natural language faster.
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• Answer to RQ2: Keystroke data can help with detecting plagiarism
and with authorship attribution in programming courses. Firstly, in
Article II we found that keystroke data can be used to construct the
whole programming process character by character, and looking at the
process can reveal plagiarism. When comparing students’ processes,
multiple students having a similar process can be a sign of excessive
collaboration which is prohibited in an exam. Secondly, in Articles III
and IV we found that keystroke data can be used to build individual
typing profiles of the students in a course. The typing profiles can
be compared, for example, between different weeks of the course,
or between course exercises and exam questions, to see whether the
typing profiles in different scenarios match. Having a very different
typing profile in the exam compared to the exercises of a course can
indicate plagiarism. Additionally, our results in Article V show that
keystroke-based identification can be used to identify students writing
an essay based on data collected from programming and vice versa,
although the accuracy of identification suffers from the context switch.

• Answer to RQ3: As students can be identified from keystroke data,
such data cannot be openly shared, at least without anonymization.
An ideal situation would be such where the data could be shared
while still retaining valuable information within the data. In Article
VI, we found that typing profiles of students can be anonymized at
least partially so that students can no longer be identified based on
their typing, but their previous programming experience can still be
inferred.

Based on the answers to RQs 1-3, the answer to the overarching theme
is that there are many benefits to collecting keystroke data in programming
courses. The benefits are mostly related to inferring information based on
keystroke timings.

6.2 Key Contributions

The main finding of this thesis is that collecting keystroke data in program-
ming courses has benefits over only collecting more coarse-grained data such
as assignment submissions. Our results show that there are many attributes
related to a student programmer that can be inferred from keystroke data.

Based on Article I, we have confirmed earlier results by Thomas et
al. [82] who found that programming performance can be estimated based
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on typing. We also extended this result by showing that previous pro-
gramming experience of students can be estimated similarly. The main
contributions of this are the following: 1) keystroke data can be used to
estimate future performance and thus could be used to detect students who
might benefit from additional practice, and 2) when keystroke data has
been collected, students’ previous programming experience can be inferred
from keystrokes in the absence of a survey asking that information (for
example post hoc or for students who did not answer a survey).

Additionally, based on Article II, we have found that by reconstructing
the programming process of students, possible excessive collaboration can
be identified. The main contribution of this is that keystroke data can be
an additional tool to combat plagiarism in programming courses, and could
also be used to continuously monitor students’ processes to intervene early
when the undesired behaviour – plagiarism or excessive collaboration – has
not yet become a habit.

Based on Articles III and IV, we have successfully shown that identi-
fying someone based on typing also works when the context of the text
being written is programming source code. Previous studies on the topic
have mostly focused on writing natural language. The main contribution
this finding has is that keystroke data could be used in online programming
courses for authorship attribution, that is, to detect whether the same stu-
dent is completing all the programming exercises. Based on Article V, this
method also shows promise when identifying someone from one context to
another, in our case, from programming to essay writing and vice versa.
Cross-context identification based on typing is novel to the best of our
knowledge, which is the main contribution of Article V.

In Article VI, we have showcased two methods for anonymizing typ-
ing profiles in a way that preserves some useful information in the typ-
ing profiles. We have shown that typing profiles can be at least partially
anonymized to deter identification by keystroke analysis. The main con-
tribution here is that anonymized keystroke data could possibly be shared
with others, but further research is needed as we only studied preventing a
single identification method.

Altogether, we have shown that keystroke data collected in program-
ming courses has useful applications that benefit students, educators, and
researchers and thus it is reasonable to collect such data.
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6.3 Future Work
This thesis is a first step towards utilizing keystroke data in programming
courses. There are many avenues of future research related to the findings
of this thesis that could be studied. In this section, we discuss some of
them.

6.3.1 Identification Based on Typing

Our studies on identification based on typing had around 200 students
in the data set. Many online courses have thousands or even hundreds
of thousands of students. It is likely that identification accuracy drops
drastically when the number of students is increased. Thus, future work
could study how to combat this problem. One possible way would be to look
at the processes during exercises and the exam and based on some similarity
metric determine whether the processes are similar enough instead of trying
to identify students.

Additionally, in our studies identification is based on the uniqueness of
the rhythm of typing, and not on for example the content or style of the
text being written. Future work could study identification based on other
factors present in keystroke data such as the content of the keystrokes.

6.3.2 Keystroke Data De-identification

We have shown that typing profiles can be partially anonymized while re-
taining valuable information. However, we only anonymized typing profiles
built from keystroke data, and not the keystroke data itself. Thus, the
anonymization of keystroke data that only consists of timestamped key-
presses could be studied in the future. Additionally, we only focused on
preventing identification that is based on the timing of keystrokes. It is
likely that other identification vectors would have still allowed identifica-
tion even after our anonymization. For example, identification based on
the content of the keystrokes (and not the timing) could still work. Future
work could explore ways to anonymize keystroke data from both timing-
and content-based identification vectors.

6.3.3 Inferring Information from Keystrokes

In our studies, we have found that many attributes of students can be
inferred from keystroke data. For example, their identity, their previous
programming experience, and their programming performance. In the fu-
ture, it would be interesting to study other possible factors that could be
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inferred from keystroke data. Others have found that emotional states can
be inferred from keystroke data [21]. This is something that could be stud-
ied in the future in the context of programming. Inferring emotional states
could help guide students towards meaningful study practices by reminding
students to take breaks if their emotional state seems to require one.

6.3.4 Plagiarism

We found that the processes students take while they are programming
can be used to detect plagiarism [27]. However, we analyzed students’
processes post hoc, after they had completed the course and after some of
the students had plagiarized their work. In the future, more methods that
detect plagiarism continuously during the course – already before the exam
– could be studied. If plagiarism was detected during the first occurence
of it, students could be given a warning which could possibly deter further
plagiarism.

Additionally, it would be interesting to study whether reasons behind
copying from others could be inferred from data. For example, would it be
possible to detect frustration that leads to plagiarism. It would be in the
best interest of both the student and the educator to find the reasons behind
plagiarism and to reduce the reasons for plagiarism instead of identifying
plagiarism after it has happened.

6.3.5 Other Research Directions for Keystroke Data

All of our studies took place in programming courses. It would be inter-
esting to study whether the results we achieved would be achievable in
different contexts, such as when students are studying something else than
programming. Would it be possible to infer previous experience in a course
related to some other subject?

Being able to see the process a programmer takes to reach a solution
could be used for many purposes. Code reviews are popular in the industry.
Looking at the process a programmer took to reach a solution could be both
educational to the reviewer, and also be used to self-reflect on your own
programming process. Similarly, looking at how a job applicant reached
a solution could tell an interviewer more than simply looking at the final
state of the source code.

Another avenue for future research is to study how our results would
change if the study population is changed. Many of the results of this
thesis could possibly be applied in the professional context. For example,
keystroke-based identification could be used with programmers working on
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sensitive projects to continuously monitor whether the same person is on
the computer. Would we get similar results if the studies were performed
with professional programmers?
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ABSTRACT
Studies on retention and success in introductory program-
ming courses have suggested that previous programming ex-
perience contributes to students’ course outcomes. If such
background information could be automatically distilled from
students’ working process, additional guidance and support
mechanisms could be provided even to those who do not
wish to disclose such information. In this study, we ex-
plore methods for automatically distinguishing novice pro-
grammers from more experienced programmers using fine-
grained source code snapshot data. We approach the issue
by partially replicating a previous study that used students’
keystroke latencies as a proxy to introductory programming
course outcomes, and follow this with an exploration of ma-
chine learning methods to separate students with little to
no previous programming experience from those with more
experience. Our results confirm that students’ keystroke
latencies can be used as a metric for measuring course out-
comes. At the same time, our results show that students’
programming experience can be identified to some extent
from keystroke latency data, which means that such data
has potential as a source of information for customizing the
students’ learning experience.

CCS Concepts
•Information systems → Data mining; •Social and
professional topics → Computer science education;
CS1; •Computing methodologies→ Supervised learn-
ing by classification; •Security and privacy→ Biomet-
rics;

Keywords
keystroke latency, biometric feedback, novice programmer
identification, programming data, source code snapshots,
educational data mining
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1. INTRODUCTION
Factors that could explain the difficulties in learning to

program have been studied since the 1950’s [22]. Early re-
search sought to primarily determine whether factors such as
the ability to reason correlate with a tendency towards being
able to create computer programs. Gender, age, high-school
performance, and the performance in various aptitude tests,
for example, have been compared with success in program-
ming [10]. More recently, analysis of log data from students’
learning activities has gained attention [21]. One stream
of research has focused on approaches that extract various
metrics from the programming process, and use those as a
proxy to course outcomes [2, 7, 14,29].

One of the common pitfalls is the often-made assumption
that students in an introductory programming course have
not programmed previously. From the teacher’s perspective,
this may lead to mistakes with providing constructive feed-
back, as the feedback should take the student’s background
and prior performance into account. Misplaced feedback
such as praising for success on easy tasks can even be misin-
terpreted by students [5], potentially leading to undesirable
effects on both self-efficacy and motivation, as well as influ-
ence the students trust in their teacher. At the same time,
information on students’ programming background could
also be used to adjust the difficulty of provided program-
ming tasks, as well as to help e.g. automatically identify
students at risk.

Previously, we have shown that it is possible to identify
programmers based on their typing patterns [18]. In this
work, we continue on the theme, and study what the stu-
dents’ keystroke latencies tell us about their programming
course performance and their previous programming experi-
ence. Being able to recognize prior programming experience
from keystroke data can be useful for researchers who have
already collected such data but without a background sur-
vey. Moreover, even if such a survey is given to the students,
some may choose not to answer it.

Our analysis is two-fold: as keystroke latencies have pre-
viously been used as a proxy to introductory programming
course outcomes [24], we perform a partial replication of
the study, and explore the applicability of machine learning
methods for a similar task. At the same time, we explore the
extent to which keystroke latencies can be used to separate
novices from non-novices.

This article is organized as follows. First, we visit related
work that is relevant for our study, then in Section 3, we
discuss our research methodology and data, followed by the
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description of experiments and results in Section 4. The res-
ults are discussed in Section 5, and in Section 6, we conclude
the article and outline future work.

2. RELATED WORK
Here, we explore three streams of related work. First,

studies on past programming experience and programming
course outcomes are discussed, then, we recap studies that
have explored the use of keystroke latencies, and finally, we
explore the study by Thomas et al. [24] in more detail.

2.1 Past Programming Experience
The connection between past programming experience and

programming course outcomes has been studied in a number
of contexts. Hagan and Markham found that those who had
programmed previously had higher course marks than those
with no previous programming [12], while Bergin and Reilly,
upon considering their students’ past programming exper-
ience, found no statistically significant difference between
course outcomes [3]. In a more recent study, Watson et
al. observed that students with past programming experi-
ence had significantly higher overall course points than those
with no previous programming experience [28].

The notion of past programming experience has also been
extended to ICT experience. For example, Wilson and Shrock
combined variables related to programming and computer
use, such as formal programming education, the use of in-
ternet, and the amount of time spent on gaming, and found
that the combination variable had a significant correlation
with the midterm score of an introductory programming
course [6]. Another study by Wiedenbeck et al. reported
that the number of ICT courses taken by students, the num-
ber of programming courses taken, the number of program-
ming languages students had used, the number of programs
students had written, and the length of those programs, as a
single factor, had a weak but significant positive correlation
with the introductory programming course outcomes [30].
Overall, the evidence points towards positive correlation des-
pite somewhat mixed results.

2.2 Keystroke Analysis
Keystroke analysis has mainly been used in research on

authentication and authorization [15, 19]. Typing pattern
properties such as typing speed, keystroke durations and
keystroke latencies can be used to identify users [18] . This
has been used as an extra level of security in addition to the
traditional password and username, as well as for detecting
possible moments in which the logged-in user is no longer
genuine. As individuals have a specific typing rhythm and
latency that can be used to distinguish between them, it is
possible, that some parts of the rhythm and latency could
be explained by programming experience, and consequently,
detected from such data.

Characteristics that can be calculated from keystroke data
include duration of keystrokes, pressure of keystrokes, and
keystroke latencies, which are commonly used in keystroke
analysis [15]. Especially latencies of digraphs – generally
considered to be any two adjacent characters – have been
widely used [8, 11, 16, 18, 26]. For example, the word int

includes two digraphs: in and nt. In addition, features like
average keystrokes per minute and amount of errors have
been evaluated [23].

Typing patterns can be affected by changes in equipment

such as a keyboard. For example, in a study by Villani
et al. [26], identification accuracies declined substantially
when the keyboards of the studied subjects were changed
between recording keystroke latencies and attempting to use
new data for identification. On the other hand, the use of
both a desktop and a laptop keyboard – when used both
during recording keystrokes as well as during identification
did not decrease the accuracy noticeably [26].

In addition to equipment, keystroke patterns can be af-
fected by emotional states [9] such as boredom, engagement
and stress [4, 27].

2.3 Keystrokes and Programming Performance
Thomas et al. [24] performed two experiments to investig-

ate whether keystroke latencies could be used as an indicator
of programming performance. They categorized each di-
graph – a character pair – into one of 7 categories (explained
in more detail in Section 4.1), calculated the mean latency
for each category, and analyzed the correlations between
these mean latencies and different performance measures.

In the first experiment, 38 participants solved program-
ming exercises using Java in a controlled experiment. The
participants had been studying computer science for 2-3
years. The solutions from each student were scored by two
experienced programmers. Significant correlations with di-
graphs for specific categories were observed [24].

In the second experiment, programming sessions of 125
participants were monitored over the course of six weeks.
The programming language in these experiments was Ada,
and the participants attended an introductory programming
class. In the analysis, correlations ranging from −0.3 to−0.4
between the results of the lab exam and digraphs where the
characters were of different type, were observed. However,
only digraphs where both characters were of a different type
but neither is a browsing character, and digraphs composed
of numeric characters, had a significant correlation with the
results of the written test [24].

Thomas et al. suggested that the results indicate that the
mean latencies are related to a learning effect, as the results
from the experiments supported each other. However, they
also noted that the metrics were not sufficient as they are,
and future work was required to enhance the metrics [24].

3. METHODOLOGY
3.1 Context

The data for the study comes from an introductory pro-
gramming course in Java organized during the Autumn se-
mester in 2014 at the University of Helsinki. The course lasts
for a single 7-week period, and during the course the stu-
dents learn topics such as input and output, variables, loops,
lists, and objects. The students’ programming process is re-
corded using a NetBeans-plugin called Test My Code [25].

Unless the students choose to opt-out, the system stores
details of every key press within the programming envir-
onment that changes the source code. The details include a
student identifier, difference created by the change, timestamp,
and the identifier of the current assignment.

The students can work on the exercises either in the com-
puter labs, where they may ask for help from teaching as-
sistants, or they can work on the exercises independently at
home. That is, the students may change computers – and
keyboards – multiple times during a week. A break from
programming can also be taken at any time.
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3.2 Research Questions
In this work we seek to further study the applicability of

keystroke latencies to predicting programming performance
and experience. Our research questions are as follows:

RQ 1. To what extent is programming course exam perform-
ance explained by keystroke latency data?

RQ 2. Can such keystroke latency data be used to classify
programmers into novices and experienced program-
mers, and if so, with what accuracy?

With the first research question, we wish to both explore
the use of keystroke latencies as a factor contributing to in-
troductory programming outcomes, as well as to – depend-
ing on the outcomes – consider what a student learns in
a programming class. As programming experience is often
linked with programming course outcomes, with the second
research question, we wish to study the extent to which key-
stroke latency data could be used to explain experience.

3.3 Data and Preprocessing
Overall, 246 students attended the course. We excluded

students who opted out from the data gathering, as well as
those who typed less than 2000 characters during the first
week of the course. On average, the students type 7500 char-
acters during the first week, which means that only students
who worked on more than one quarter of the first week were
included. This left us with 226 students in the data for the
experiments in sections 4.1 and 4.2. Finally, to investigate
whether keystroke latencies can be used to identify students
who have previous programming experience, the students
who did not volunteer to provide their programming back-
ground details were excluded from the study. After this, 223
students were left in the data for the experiment presented
in Section 4.3. Out of the 223 students, 125 had no pre-
vious programming experience, while 98 had at least some
experience of programming.

For the analysis, we excluded all log events that change
the code by more than a single character. These events in-
cluded copy-paste -events, large auto-completion events by
the programming environment, refactoring events, as well
as long deletions. We also eliminated events for which the
duration between the events was too short or too long. This
is relevant for latency analysis, as the students did not work
in controlled environments, and they were able to take a
break or stop working at any time. Therefore, the elapsed
time between two characters could even be a couple of days,
and including such data could create unnecessary noise in
the analysis. Similarly, short events were removed to elim-
inate short auto-completion events from the programming
environment, or other events where two keys are pressed to-
gether. At the end, we included all events within the range
of of 10ms–750ms, as done also by Dowland and Furnell [8].

4. EXPERIMENTS AND RESULTS
Next, we present the experimental setting we designed to

answer each of our research question, as well as the results.

4.1 Exam Performance Correlations
We performed a partial replication of the study by Thomas

et al. [24]. In their second experiment, they monitored 125
students in a 6-week introductory programming course in
Ada. The participants took two exams, one written test

and one laboratory exam, which were graded by profession-
als. In the analysis, they calculated the Pearson correlation
for each digraph type against the exam scores [24].

Several differences exist between our setup and the setup
by Thomas et al. In our case, the keystroke data is collected
from all programming sessions during the 7-week course, the
students program in Java, and the pedagogical approach and
context is different (see [17] for additional details). Moreover,
only a written exam was offered in our context.

Thomas et al. [24] divided the digraphs collected from
the programming process into 7 categories depending on the
type of the event, i.e. whether the students were pressing
for example alphabetical, numerical, browsing event-related
(arrows, home, end) or control-event related (e.g. copy-
paste) keys. In the data at our disposal, events that do not
change the state of the source code have not been recorded,
which means that evaluation of browsing and control events
have been excluded. In our case, we divided the digraphs
into categories as follows:

A When both characters are alphabetic characters, either
lowercase or uppercase

N When both characters are numbers 0-9

O When both characters are other keys

E When the two characters of a digraph are different
types

In addition to the previous, Thomas et al. also studied
the following categories:

B When both characters are browsing keys, e.g. left

C When both characters are control keys

H When one character is a browsing event and the other
either alphabetical, number or other key

We evaluated the method using log data ranging from the
first week of the course to all the data from the course. The
results from correlating the latencies for the above categories
with the written test are presented in Table 1.

4.2 Exam Performance Classification
We also explored the applicability of machine learning

methods for the task of predicting programming course exam
performance. Following the procedure outlined by Ahadi et
al. [2], we divided the students into two populations using
their median exam score, and sought to identify the stu-
dents based on their exam score using keystroke latencies
as the predictive features. Overall, over 10,000 features (di-
graph and single character latencies) were initially extrac-
ted. After extracting the features, feature selection was per-
formed to reduce overfitting, shorten the training times, and
to improve the interpretability of the resulting model. The
feature selection was conducted separately for each dataset
using the WEKA Data Mining toolkit [13].

After the feature selection, 20-50 features were left in the
datasets (discussed in more detail in Section 5.3). This was
followed by an exploration of a number of Bayesian, Rule
learner, and Decision Tree-based classifiers to classify the
students based on their exam performance. The Bayesian
Network and Random Forest classifiers had the best aver-
age performance in the task, when evaluated with 10-fold
cross-validation using classification accuracy and Matthews
Correlation Coefficient [20].
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Digraph Type Week 1 Weeks 1-2 Weeks 1-3 Weeks 1-4 Weeks 1-5 Weeks 1-6 Weeks 1-7 Thomas et al. [24]
N (numeric) -0.049 -0.025 -0.032 -0.047 -0.059 -0.168* -0.170* -0.333**
A (alphabetic) -0.014 -0.023 -0.023 -0.028 -0.034 -0.050 -0.067 -0.183*
O (other) 0.012 0.017 0.007 -0.020 -0.043 -0.060 -0.064 -0.218*
E (edge not B) -0.112 -0.112 -0.150* -0.171* -0.196* -0.221** -0.227** -0.276*
B (browsing) NA NA NA NA NA NA NA -0.093
C (control) NA NA NA NA NA NA NA -0.083
H (to/from B) NA NA NA NA NA NA NA -0.312**

Table 1: Pearson Correlation of exam points with different digraph types in our experiment and in the
experiment by Thomas et al. [24] (* indicates p < 0.05, ** indicates p < 0.01).

The results for the classification accuracy of Bayesian Net-
work and Random Forest classifiers are shown in Tables 2
and 3. Both tables also include the majority class classifier
ZeroR, which classifies all instances to the majority class.

Table 2: Exam Performance Classification Accuracy

Dataset ZeroR BayesNet RandomForest
Week 1 52.29 62.46 65.09
Week 1-2 52.02 64.59 65.80
Week 1-3 52.21 66.89 67.47
Week 1-4 52.21 65.66 66.89
Week 1-5 52.21 67.95 68.59
Week 1-6 52.21 65.53 68.23
Week 1-7 52.21 69.71 71.77

4.3 Programming Experience
Out of the 226 students, 223 also reported details in their

programming background. Out of the 223, 125 had no pre-
vious programming experience, while 98 had programmed
previously at least to some extent. For the purposes of this
study, we sought to automatically classify the students into
novices and non-novices.

We followed the same protocol as in Section 4.2, and again,
we were left with 20-50 features. We also evaluated the
same classifiers using the same 10-fold cross validation ap-
proach, which ranked the Bayesian Network and Random
Forest classifiers as the top-performers for both classifica-
tion accuracy and Matthews Correlation Coefficient. Table
4 shows the classification accuracies, and Table 5 outlines
the Matthews Correlation Coefficient for the datasets.

5. DISCUSSION

5.1 Latency and Exam Performance
In the first experiment, outlined in Section 4.1, we per-

formed a partial replication of the study by Thomas et al. [24].
Our results are consistent with the original results in that
the digraphs consisting of transitions between numeric keys
as well as transitions between keys outside the same category
had the highest correlations with the exam results (Table 1).
The correlations are not evident from the first few weeks of
our data, but as the amount of data is increased, the correla-
tions approach the explanatory level achieved by Thomas et
al. However, in our data, the correlations remain somewhat
lower than those reported in the study by Thomas et al. even
when using data from all seven weeks of the course [24].

In the second experiment, outlined in Section 4.2, we ex-
tended the previous work by an exploration over all digraphs

Table 3: Exam Performance MCC

Dataset ZeroR BayesNet RandomForest
Week 1 0.00 0.27 0.31
Week 1-2 0.00 0.31 0.32
Week 1-3 0.00 0.35 0.36
Week 1-4 0.00 0.33 0.34
Week 1-5 0.00 0.37 0.38
Week 1-6 0.00 0.33 0.37
Week 1-7 0.00 0.41 0.44

Table 4: Programming Experience Classification
Accuracy

Dataset ZeroR BayesNet RandomForest
Week 1 60.32 74.01 72.61
Week 1-2 59.37 74.63 75.01
Week 1-3 58.79 77.37 75.11
Week 1-4 58.79 73.91 74.81
Week 1-5 58.79 76.82 74.76
Week 1-6 58.79 74.96 73.69
Week 1-7 58.79 74.56 72.54

and single character presses, and explored classifiers with
the purpose of distinguishing between students whose per-
formance in the written exam was above or below the class
median. The best performing classifier had a correlation of
r = 0.44 with the binarized exam performance, explaining
19% of the variance.

Whilst the results from Sections 4.1 and 4.2 are not dir-
ectly comparable, the results indicate that typing velocity
may explain a small part of the exam performance. Effect-
ively, this means that the students who type faster, at least
at the end of the course, on average, perform marginally
better in the exam. This is an interesting phenomenon per
se, as it now has been observed in separate contexts.

This observation could partially be explained by previ-
ous programming and ICT experience. However, as the ob-
served correlations from the first weeks when such differences
should be most evident are poor, further explanations are to
be sought after. One possibility is that it takes some time
to get used to new tools and environment – details on what
tools or environments the students were familiar with were
not asked for in the questionnaire. On the other hand, it
could be that we are, again, observing a part of “The Ele-
phant” [1].

5.2 Latency and Programming Experience
In Section 4.3, we explored the extent to which keystroke

latencies explain previous programming experience. Upon
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Table 5: Programming Experience MCC

Dataset ZeroR BayesNet RandomForest
Week 1 0.00 0.46 0.43
Week 1-2 0.00 0.48 0.48
Week 1-3 0.00 0.54 0.49
Week 1-4 0.00 0.46 0.49
Week 1-5 0.00 0.53 0.51
Week 1-6 0.00 0.49 0.45
Week 1-7 0.00 0.48 0.43
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Figure 1: Smoothed probability density function of
the times taken between pressing the characters i
and + by novice and experienced programmers.

analysis of the results, we observe that the classification ac-
curacy (Table 4) and the Matthews Correlation Coefficient
(Table 5) do not increase over time. Throughout the data-
set, the Matthews Correlation Coefficient for the included
classifiers remains between r = 0.43 and r = 0.54, explain-
ing 18-29% of the variance.

That is, the keystroke latencies only partially explain pre-
vious programming experience. Another observation, which
is related to the previous section, is that whilst the classific-
ation accuracy of students’ exam performance increases over
time, the accuracy with which students can be categorized
into novices and non-novices remains nearly the same.

This further suggests that the previous observation that
the classification accuracy of students’ exam performance
increases over time, may not, in fact, be related to previous
programming experience, but to some additional informa-
tion that should be explored in the future.

5.3 Analysis of Selected Features
When exploring the applicability of machine learning meth-

ods for the tasks in Sections 4.2 and 4.3, feature selection
was performed, which helps us now to analyze the individual
features. To do this, we performed a qualitative analysis on
a combination of the selected features that had the most
predictive power over programming experience.

Overall, special keys dominate the list, appearing in nearly
40% of the selected attributes. This is perhaps not surpris-
ing, as experienced programmers have probably used them
before, and therefore are more familiar with their location on
the keyboard. The most relevant digraphs for distinguishing
between novices and non-novices are programming-related,
and can be categorized into four categories: common com-
mands, such as incrementing a variable (i++) or using the
”OR”-operator (||), common keywords such as true, trans-
itions between characters that require the use of e.g. shift,
ctrl or alt, such as typing opening and closing brackets ({}),
and the speed from backspace to various characters, which
is likely related to rapid fixing of misspellings.

The difference between the speed with which a novice and
non-novice moves typing specific character-combinations, here
from typing the character i to +, is illustrated in Figure 1.
In the figure, the typing speeds for the digraph are normal-
ized between 0 and 1 over all the students, and displayed
as two probability density functions that depict the novices
and non-novices.

6. CONCLUSIONS AND FUTURE WORK
In this work, we explored the applicability of keystroke

latency data to analyzing programming performance and
past programming experience. To summarize our work, the
response to our Research Questions 1, To what extent is pro-
gramming course exam performance explained by keystroke
latency data? is as follows: While the most comparable
results from Thomas et al. explained up to 11% of vari-
ance in the written exam performance, our partial replica-
tion of their work reached up to 5%. In another experiment,
where the task was made easier by seeking to categorize
into two categories based on whether they performed over
the class median or not, up to 19% of the variance was ex-
plained by the model. We also observed that correlations
were rather poor during the early weeks, which may suggest
that past programming experience does not explain the dif-
ferences between the populations. Our results also indicate
that the answer to Research Question 2, Can such keystroke
latency data be used to classify programmers into novices
and experienced programmers, and if so, with what accur-
acy?, is yes, to some extent. The explored models explained
18-29% of the variance in past programming experience.

While our results are far from being able to accurately dis-
tinguish those with at least some programming experience
from those with none, they show promise in that such iden-
tification may be possible. Such knowledge could be used to
e.g. improve learning materials and provide targeted guid-
ance, especially in online contexts, where access to teaching
resources may be sparse.

As a part of our future work, we will further explore the
categories proposed by Thomas et al, by, at least, performing
the same study but explicitly looking only at those with no
previous programming experience. At the same time, we
will be further looking for confounding factors which may
explain some of our results.

Acknowledgements
The research was supported in part by the Academy of Fin-
land (project 1266969 and COIN Centre of Excellence) and
the Finnish Funding Agency for Innovation (under project
Re:Know).

136



7. REFERENCES
[1] A. Ahadi and R. Lister. Geek genes, prior knowledge,

stumbling points and learning edge momentum: Parts of
the one elephant? In Proceedings of the Ninth Annual
International ACM Conference on International
Computing Education Research, ICER ’13, pages 123–128,
New York, NY, USA, 2013. ACM.

[2] A. Ahadi, R. Lister, H. Haapala, and A. Vihavainen.
Exploring machine learning methods to automatically
identify students in need of assistance. In Proceedings of the
Eleventh Annual International Conference on International
Computing Education Research, ICER ’15, pages 121–130,
New York, NY, USA, 2015. ACM.

[3] S. Bergin and R. Reilly. Programming: factors that
influence success. ACM SIGCSE Bull., 37(1):411–415, 2005.

[4] R. Bixler and S. D’Mello. Detecting boredom and
engagement during writing with keystroke analysis, task
appraisals, and stable traits. In Proceedings of the 2013
International Conference on Intelligent User Interfaces,
IUI ’13, pages 225–234, New York, NY, USA, 2013. ACM.

[5] G. D. Borich and M. L. Tombari. Educational Psychology:
A Contemporary Approach. Longman Publishing/Addison
Wesley, 2nd edition, 1997.

[6] B. Cantwell Wilson and S. Shrock. Contributing to success
in an introductory computer science course: a study of
twelve factors. In ACM SIGCSE Bull., volume 33, pages
184–188. ACM, 2001.

[7] A. S. Carter, C. D. Hundhausen, and O. Adesope. The
normalized programming state model: Predicting student
performance in computing courses based on programming
behavior. In Proceedings of the Eleventh Annual
International Conference on International Computing
Education Research, ICER ’15, pages 141–150, New York,
NY, USA, 2015. ACM.

[8] P. Dowland and S. Furnell. A long-term trial of keystroke
profiling using digraph, trigraph and keyword latencies. In
Y. Deswarte, F. Cuppens, S. Jajodia, and L. Wang, editors,
Security and Protection in Information Processing Systems,
volume 147 of IFIP - The International Federation for
Information Processing, pages 275–289. Springer, 2004.

[9] C. Epp, M. Lippold, and R. L. Mandryk. Identifying
emotional states using keystroke dynamics. In Proceedings
of the SIGCHI Conference on Human Factors in
Computing Systems, CHI ’11, pages 715–724, New York,
NY, USA, 2011. ACM.

[10] G. E. Evans and M. G. Simkin. What best predicts
computer proficiency? Comm. of the ACM,
32(11):1322–1327, 1989.

[11] R. S. Gaines, W. Lisowski, S. J. Press, and N. Shapiro.
Authentication by keystroke timing: Some preliminary
results. Technical report, 1980.

[12] D. Hagan and S. Markham. Does it help to have some
programming experience before beginning a computing
degree program? ACM SIGCSE Bull., 32(3):25–28, 2000.

[13] M. Hall, E. Frank, G. Holmes, B. Pfahringer,
P. Reutemann, and I. H. Witten. The weka data mining
software: an update. ACM SIGKDD explorations
newsletter, 11(1):10–18, 2009.

[14] M. C. Jadud. Methods and tools for exploring novice
compilation behaviour. In Proceedings of the Second
International Workshop on Computing Education
Research, ICER ’06, pages 73–84, New York, NY, USA,
2006. ACM.

[15] M. Karnan, M. Akila, and N. Krishnaraj. Biometric
personal authentication using keystroke dynamics: A
review. Applied Soft Computing, 11(2):1565 – 1573, 2011.
The Impact of Soft Computing for the Progress of Artificial
Intelligence.

[16] K. S. Killourhy and R. A. Maxion. Free vs. transcribed text

for keystroke-dynamics evaluations. In Proceedings of the
2012 Workshop on Learning from Authoritative Security
Experiment Results, LASER ’12, pages 1–8, New York, NY,

USA, 2012. ACM.

[17] J. Kurhila and A. Vihavainen. Management, structures and
tools to scale up personal advising in large programming
courses. In Proceedings of the 2011 Conference on
Information Technology Education, SIGITE ’11, pages 3–8,
New York, NY, USA, 2011. ACM.

[18] K. Longi, J. Leinonen, H. Nygren, J. Salmi, A. Klami, and
A. Vihavainen. Identification of programmers from typing
patterns. In Proceedings of the 15th Koli Calling
Conference on Computing Education Research, Koli
Calling ’15, pages 60–67, New York, NY, USA, 2015. ACM.

[19] A. Peacock, X. Ke, and M. Wilkerson. Typing patterns: A
key to user identification. IEEE Security & Privacy,
2(5):40–47, 2004.

[20] D. M. Powers. Evaluation: from precision, recall and
F-measure to ROC, informedness, markedness and
correlation. 2011.

[21] C. Romero and S. Ventura. Educational data mining: A
review of the state of the art. Systems, Man, and
Cybernetics, Part C: Applications and Reviews, IEEE
Transactions on, 40(6):601–618, Nov 2010.

[22] T. C. Rowan. Psychological tests and selection of computer
programmers. J. ACM, 4(3):348–353, 1957.

[23] M. Rybnik, M. Tabedzki, and K. Saeed. A keystroke
dynamics based system for user identification. In Computer
Information Systems and Industrial Management
Applications, 2008., pages 225–230, June 2008.

[24] R. C. Thomas, A. Karahasanovic, and G. E. Kennedy. An
investigation into keystroke latency metrics as an indicator
of programming performance. In Proceedings of the 7th
Australasian Conference on Computing Education -
Volume 42, ACE ’05, pages 127–134, Darlinghurst,
Australia, 2005. Australian Computer Society, Inc.

[25] A. Vihavainen, T. Vikberg, M. Luukkainen, and M. Pärtel.
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ABSTRACT
Due to the increased enrollments in Computer Science education
programs, institutions have sought ways to automate and stream-
line parts of course assessment in order to be able to invest more
time in guiding students’ work.

This article presents a study of plagiarism behavior in an intro-
ductory programming course, where a traditional pen-and-paper
exam was replaced with multiple take-home exams. The students
who took the take-home exam enabled a software plugin that
recorded their programming process. During an analysis of the
students’ submissions, potential plagiarism cases were highlighted,
and students were invited to interviews.

The interviews with the candidates for plagiarism highlighted
three types of plagiarism behaviors: help-seeking, collaboration,
and systematic cheating. Analysis of programming process traces
indicates that parts of such behavior are detectable directly from
programming process data.
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1 INTRODUCTION
Universities and other institutions are facing increased enrollments
into their Computing programs. It is no surprise that teaching and
learning is moving online at increased speed: there has been a
push towards improving the feedback cycle that is associated with
coursework and examinations. First, feedback should be available
faster, and second, the costs should reduce. This is partially due
to the instructional quality, but also due to the price of traditional
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education. As a downside of this online learning movement, aca-
demic dishonesty such as plagiarism has become easier and even
more common [11].

Merriam-Webster online dictionary defines plagiarism as an
act of copying the ideas or words of another person without giving
credit to that person [15]. This is a significant problem especially in
computing education [5, 6], where students actually see copying
and pasting source code somehow more acceptable than doing the
same with natural language and essays [1].

Because of the wide impact and importance of the topic, source
code plagiarism has been studied for nearly three decades [12].
Much of the research has revolved around tools for detecting pla-
giarism (e.g., JPlag [17] or MOSS [4]) or students’ attitudes to-
wards plagiarism [23]. Tools and methods for detecting plagiarism
are typically based on comparing similarities between code seg-
ments [14, 19]. Although modern learning environments provide
rich log information on how students solve programming assign-
ments [10], this knowledge is rarely applied in plagiarism detection.

In this work, we study plagiarism in take-home exams of an
introductory programming course. As a part of take-home exams,
students were expected to use a custom tool for downloading the
take-home exam questions and answer templates so that the exam
questions could be answered on a schedule that best fits the student.
In addition, the tool recorded and sent the typing level changes
made to the downloaded answer templates.

Our research questions for this study are as follows:
(1) What types of plagiarism happen in take-home exams?
(2) How can these different plagiarism types be identified from

programming process data?
We answer these questions by using a mixed method approach.

First, we checked all the exam answers using JPlag1 and manu-
ally reviewed the results to identify suspicious cases. Next, we
interviewed all the related students from where different motiva-
tions and trends explaining students’ behavior emerged. Finally, we
compared programming traces to these verified plagiarism cases
in order to find whether different behaviors could be identified
directly from the traces.

The rest of the article is structured as follows. Next, in Section 2,
we outline the related research on source code plagiarism. This
is followed by a description of our data and context in Section 3.
Section 4 outlines the study methodology and the results, which
are then discussed in Section 5. Section 6 concludes the article and
provides directions for future work.

1The tool was selected based on the comparison of multiple plagiarism detection tools
supporting Java [7]
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2 PLAGIARISM IN PROGRAMMING
Many studies have been conducted on plagiarism in program-
ming [1, 5, 11, 22, 23]. Especially, the attitudes of students [1, 11, 22]
and academics [5] on what constitutes plagiarism in programming,
which is quite different from traditional plagiarism as reusing code
is often encouraged on introductory courses [5]. This can lead
into a situation where the fine line between plagiarism and normal
course practice becomes unclear to students [11]. Cosma and Joy [5]
propose a definition of plagiarism based on survey answers from
computer science educators based in the U.K. Based on the survey
results, they define plagiarism as reusing code segments without
properly citing the original author of the code. They also include
obtaining the source code in their definition. They suggest that the
main reason behind plagiarism in programming assignments might
be that students are confused as to what constitutes plagiarism.

Joy et al. [11] studied students’ understanding of plagiarism in a
programming context. Similar to Cosma and Joy [5], they believe
that students’ confusion about plagiarism can lead to accidental
plagiarism. They found that students are especially confused about
reusing code from previous assignments, how accurately references
should be cited, to what extent can the students collaborate on
assignments, and that existing code should also be referenced when
it is converted from one programming language to another.

Students may also perceive some forms of cheating as less se-
vere than others [22]. For example, students view collaborating
on assignments to not be as serious an offense as cheating in the
exam. Students can be reluctant to report the cheating of fellow
students if they observe it, which suggests that automatic ways of
identifying cheating would be beneficial [22].

From the technical point of view, source code clone detection
methods can be divided between text based (e.g. hashing of code
lines), token based (i.e. similar to tokenization in compilers), tree
based (e.g. normalized AST comparison), metrics based (i.e. com-
bining multiple simple characteristics), graph based (e.g. depency
graphs), and mixed approaches [19]. Although all approaches aim
at coping with simple refactoring such as editing names or chang-
ing the order interchangeable code blocks, many tools are still
insensitive to such edits – especially if multiple refactorings are
combined to hide the origin of the work [7]. To alleviate these chal-
lenges, it has been recently proposed to incorporate edit history
more closely into plagiarism detection process [8, 21]. These previ-
ous experiments on utilizing the history, however, deal with more
coarse-grained edit data than what is available to us.

3 CONTEXT AND DATA
This study took place in an introductory programming course or-
ganized during fall 2016 at University of Helsinki, a research uni-
versity in Europe. The course is organized in Java, and the contents
of the course are similar to many other introductory programming
courses offered at universities: variables, input/output, selection,
objects, lists, maps, inheritance and so on.

Students who enroll to the BSc program as CS majors take the
course during their first semester. Students with other majors take
the course when it fits their schedule, given that they wish to take it.
It is only mandatory to the CS majors. From the course population,

roughly one third are CSmajors, and two thirds potentially consider
CS as a minor subject.

The grading of the course was based on a set of individual pro-
gramming assignments and pair-programming assignments that
correspond to 55% of the overall course mark, and three take-home
programming exams that correspond to 45% of the overall course
mark. The students had to gain at least half of the available points
from the final take-home programming exam that covered the
whole course in order to pass. The students in the course also had
the option of participating in a traditional exam at the University
facilities instead of the take-home exams.

All the programming assignments were administered using Test
My Code [25]. Test My Code (TMC) provides a plugin for program-
ming environments that makes it convenient to download, assess
and return assignments. Over 95% of the participants used TMC
with NetBeans, but some opted for Eclipse and IntelliJ IDEA.

Each take-home exam had three to five separate questions, and
the students had four hours to complete the exam. Any kind of col-
laboration or help-seeking was strictly forbidden in the take-home
exams, but the students were allowed to use the course materials
and their own solutions to the course assignments while working
on the take-home exam. Each take-home exam handout reminded
the students of the rules. The university takes strict policy on pla-
giarism: plagiarism leads to a failed course mark and recurring
offense leads to temporary expulsion from the university.

When a take-home exam was administered, the students could
pick a suitable time from a set of days for the exam. In order to
participate in the take-home exam, the students were expected to
enable the logging of programming process in TMC and to down-
load the assignment templates used in the exam. Downloading
the templates, which also included the handouts, started the exam.
The logs that TMC gathers includes every subsequent source code
state as well as typical programming environment events such as
running, debugging and testing the program.

In the course, 233 students participated in at least one take-home
exam, and 204 participated in the final take-home exam from which
the students had to gather at least half of the points to pass the
course. For the analysis, data from all the students was used.

4 METHODOLOGY AND RESULTS
4.1 Identifying candidates
A preliminary list of candidates who potentially plagiarized in the
take-home exams were identified using four separate methods:

(1) The JPlag-system [17] and a custom edit-distance metric
was used to assess the similarity of students’ solutions to
the take-home exam questions. Students with very similar
solutions to other students were suspect.

(2) Students’ course mark from the programming assignments
were contrasted with the take-home exam scores. Outliers,
i.e. students with poor assignment scores and high take-
home exam scores, were suspect.

(3) Pair-wise comparison of take-home exam start and end
times as well as the submission times of the take-home
exam questions. Students with similar start times, end
times, and submission times were suspect.
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(4) Pair-wise comparison of IP address spaces and IP addresses
fromwhich the submissions weremade. Students with very
similar IP addresses (outside known campus networks with
roaming) were suspect.

The preliminary list was manually studied in order to remove
false positives. False positives came mainly from JPlag and the
custom edit-distance metric as some of the exam questions were
highly structured.

After constructing a list of candidates approximately 15% of the
participants were contacted for further interviews.

4.2 Contacting and interviewing the candidates
The students were contacted through email that informed them that
they had been highlighted by a system that is used to detect plagia-
rism. The students were asked whether the information provided
by the system makes any sense to them, and if they could recall of
instances where they may have acted against the university policy.
Finally, interview times were scheduled.

The interviews were scheduled so that students who were likely
to have worked together were interviewed in successive time slots.
The interview process was planned to consist of multiple steps,
first showing the student a similarity matrix with one of the num-
bers being highlighted and telling them that their submission was
similar to another student (or other students), then proceeding by
showing the actual source codes, and finally asking for a poten-
tial explanation. Depending on the flow of the discussion, similar
but not identical problems to those in the take-home exam were
prepared for analysis.

As the students were contacted, a first type of plagiarism be-
havior – help-seeking – emerged. Multiple students responded
to the initial email that another student in the course that they
knew, typically a friend, had insisted for help, and that they could
eventually no longer say no. These students were typically doing
the exam in the same shared study space nearly at the same time,
or, the student who was seeking help deliberately sought the other
student out. In these cases, the students who were asked for help
were typically performing well in the course, and the student who
was asking for help knew of their performance. Students who had
asked for help admitted their behavior.

The second plagiarism behavior – collaboration – emerged
both through the data and through student interviews. Likely col-
laboration partners were identified through submission and pro-
gramming process similarity, take-home exam start and end times,
as well as possible previous collaboration in e.g. pair programming
assignments. After contacting the students, some asked if they could
come to talk either alone or together already before the assigned
slot. Most of the students who were suspected for collaboration
admitted doing so during the discussion, a typical approach was
working on the exam in the same study space and discussing the
problem with one another. Some initially denied any collaboration,
but confessed afterwards.

The third plagiarism behavior – systematic cheating – emerged
through individuals who did not respond to the contact request
at all, and through students who did not have a clear colleague
from whom they would have copied the solution. These typically
emerged from abnormal correlations between the programming

assignment scores and the take-home exam scores, as well as the
analysis of the sources from which the exam questions were down-
loaded and from which the submissions were made to the assess-
ment system. Here, typically, the students had acquired the exam
questions before taking the exam, and had practiced the tasks be-
forehand. Such behavior was rather rare, and students who were
suspected of such behavior admitted to their behavior.

Finally, a number of the students were acquitted during the
interview. Such students were often high-performing, and could
either easily explain the design decisions in the program, or explain
how they would solve another problem, or both.

4.3 Analysis of Log Traces
To understand how these different plagiarism behaviors could be
identified from the data, two methods were applied. First, we used
an edit distance algorithm [24] to study how each student’s distance
to their final solution changed during the programming process.
Then, we used a global alignment algorithm [16] to align each
student’s programming process with the programming process of
other students.

The alignment algorithm creates a matrix of sizem ∗ n for each
student pair, wherem is the event count for one student, and n is
the event count for another student, and calculates the edit distance
between all possible states. It then proceeds to identify the best
alignment by constructing a path in them ∗n matrix that minimizes
the path cost (edit distance) over the subsequent events from start
to end. When the best alignment has been identified, the path cost is
normalized by the number of events in the programming process to
account for solutions of different length. Finally, the best alignment
(here, average edit distance) for each student-pair is reported.

Note that as the calculation of the alignment is time-consuming
when conducted on fine-grained data that contains each keystroke,
only a subset of the events was used for constructing the alignments.

4.3.1 Help-seeking behavior and Systematic cheating. Two ab-
normal behaviors emerged during the analysis of the changes to the
students’ edit distances to their final solutions. There were students
who had copy-pasted content to reach a solution, see Fig. 1, and
there were programming processes that were very linear, see Fig. 2.

The first case (Fig. 1) is an example of a student who first at-
tempted to construct a solution to the question alone, but could not
do it. The student then proceeded to ask for help from an another
student, who eventually provided code that the help-seeker could
use. The second case (Fig. 2) is an example of a student who had
struggled with the course beforehand, and had acquired a solution
to the question. The student does not copy-paste the code, but it is
obvious that the student is copying it from another source.

The first case is typical to help-seeking behavior, and the second
case was seen in both behaviors (those students who had sought
out for help, and those students who had acquired the question and
worked out a solution beforehand). Figure 3 shows a pattern which
was more typical to those students who worked on the assignment
in a normal fashion – we will look into this in further detail next.

4.3.2 Collaboration. The alignment of students’ programming
process data resulted in pair-wise alignment scores for each student.
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Figure 1: A student who first worked on a problem alone
(events 0-1250). After being stuck for a while, the student
asked for a solution from a peer. Parts of the received so-
lution was pasted into the student’s project to reach a final
solution.

Figure 2: A student had previously asked and received a solu-
tion for the problem from a peer. The student mimicked the
solution, but did not copy-paste it. At the end, the student
modified the variable and method names, and somewhat re-
organized the project.

Upon analysis, it became evident that the alignment of those stu-
dents who have collaborated to reach a solution was significantly
better than the alignment of random students. Such students could
be detected using an outlier test [18].

A visual analysis of the alignments supported the finding. Fig-
ure 4 illustrates the average edit distance of two sample students
to all other students in the class. In the Figure, the whiskers ex-
tend from each end of the box for a range equal to 1.5 times the
interquartile range, and the box spans the range of values from the

Figure 3: A student who had worked on the problem and
eventually reached a solution. The behavior did not indicate
copy-pasting or mimicking.

first quartile to the third quartile of the data. Outliers (detected by
Gnuplot) are marked as dots.

The student on the left hand side, i.e. “Candidate”, had collabo-
rated with another student; the collaboration partner was the one
with the smallest average edit distance. The student on the right
hand side, i.e. “Random”, is a randomly picked student who was
not suspected of plagiarism, no outliers were detected for the stu-
dent. Rosner’s Extreme Studentized Deviate test [18] confirmed
the existence of two outliers for the candidate when the strictness
(probability) was set as p = 0.05. When the strictness was increased
(p = 0.00001), one outlier was identified. After removing the outlier,
Kolmogorov-Smirnov test indicated that the data was normally
distributed (p > 0.15).

5 DISCUSSION
5.1 Behavior traits
Multiple behavior traits were detected during the analysis. Help-
seeking students were typically struggling in the course and sought
to pass by begging for answers from their peers. These students did
not always simply copy and paste the solutions that they received,
but for example, mimicked the solutions by typing them in keypress
by keypress; it was also typical to modify the variable names and
method names in order to mask obvious copy-pasting.

Collaborators had planned out meeting together with other stu-
dents to work on the take-home exams. They worked together to
reach a solution. The programming process often contains missteps
and rethinking the solution, and copy-paste behavior or mimicking
code received from others is almost absent. Collaboration can be
detected from the process logs if the student is collaborating with
a peer who is also taking the exam. Their solutions and problem
solving processes were typically very similar, and they had started
the exam nearly at the same time.

Systematic cheatingwas related to e.g. harvesting solutions using
a separate account. However, the students typically stated that it
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Figure 4: Two sample students and their alignment scores
with every other student who worked on the assignment
plotted using a box plot. The student labeled “Candidate”
had collaborated with another student (the lowest point),
whilst the student labeled “Random” had not.

was a “bad idea that they had in the middle of the night”. Such
behavior where students create multiple accounts in order to gain
access to course content that is used for assessment purposes has
recently been also identified in MOOCs [20].

When considering these behaviors, distinguishing between them
is not easy, and it is possible that the same student shows multiple
behaviors. For example, if a student had asked for a solution for
a problem from a peer long before he or she started to work on
the exam, it is a good question whether it should be considered
systematic cheating. Similarly, collaboration was always planned
and in that sense systematic.

5.2 Process data and course assignments
There has been an increase in the use of students’ programming
process data in research [10]. Such data shows plenty of promise
in e.g. learning how students learn. However, as we have observed
here, it is possible that the data that we gather is not an accurate
representation of the students’ knowledge.

When analyzing the students’ programming process data, we ob-
served that systems such as JPlag [17] are rather poor in detecting
plagiarism from problems that are highly structured. If the assign-
ment outline contains cues on class names, method names, variable
names, etc., the solutions that students create are very similar. On
the other hand, more variance is included in open-ended assign-
ments. Both have also benefits and downsides in how easy they are
to assess, and what types of tests one can write for them [9].

The use of process data as a part of the assessment and detection
of plagiarism has multiple benefits. We could, for example, detect
copy-paste events as well as programming behavior that shows
that a student is mimicking a previously acquired solution.

5.3 Take-home exams
Our observations come from a set of take-home exams that have
been used to assess students’ programming competence. Take-home
exams in the Computer Science education context have been previ-
ously studied by Leinonen et al. [13], who had access to data that
was recorded from both the exam and normal course assigments.
Their work has been more focused on identifying who is typing
the code, whilst our work focuses on whether the student is doing
the work on his or her own without help from others.

The take-home exam setup is an alternative version of the lab
exam by Bennedsen and Caspersen, who note that such an exam
provides a valid and accurate evaluation of the student’s programming
capabilities, evaluates the process as well as the product, and encour-
ages the students to practice programming throughout the course [3].
Whilst in their context the students come to a specific time slot and
lab for the exam, the approach is limited in terms of the number of
students who can attend the exam. As a benefit, plagiarism is harder.
In our context, on the other hand, there is no upper bound to the
number of participants, and less resources and TAs are needed, but
there are also more opportunities for plagiarism.

In an ideal setup, however, there would be no need for an exam.
Currently, the line that separates the take-home exams and the
course assignments from each other is the way that we expect the
students work on them. Course assignments can be worked on
with peers, but take-home exams should be completed individually.
In addition, each take-home exam must be completed within four
hours from the start of the exam, while the students have one week
to complete each course assignment set.

One way to reduce the need for the take-home exam could – for
example – be making it mandatory for the students to allow record-
ing their programming process in the course. As a consequence, one
could use algorithms such as the ones proposed by Ahadi et al. [2]
to identify students who handle the course content well, and focus
on only those students who struggle. This would have downsides
though; some could plagiarize, and it is a good question whether
the students would see such an approach as fair or ethical.

5.4 Limitations of study
Our study has multiple limitations, which we acknowledge next.
First, as the exams were taken at home and other premises that the
students chose to use, we do not know if we were able to reach all
the students who did plagiarize. It is possible that, for example, a
student had help from someone who is not on the course. It is also
possible that we only caught those students who did not mask their
plagiarism well enough.

Second, our setup has likely increased the tendency to plagiarize.
It is likely that some of the students who participated in the take-
home exam would not have attended a normal pen-and-paper exam
at all. That is, the take-home exam opportunity can increase the
tendency to plagiarize. Such behavior has been previously observed,
for example, in business studies [26].

Third, a part of the students who we invited to the interviews
were acquitted, and the final set of students who did plagiarize in the
course is smaller than the interviewed population –we cannot claim
that the behaviors that were identified during the interviews are
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a representative sample. Further studies, also from other contexts,
are needed.

Fourth, we do not know whether the students plagiarized during
the normal programming assignments as recording the program-
ming process from the normal assignments was not mandatory. It is
likely that information from such behavior would bring additional
insight to those students who chose to plagiarize during the exams.

6 CONCLUSIONS AND FUTUREWORK
In this workwe studied how students plagiarize in take-home exams.
During the interview process with students who were suspected
of plagiarism, three behavior types stood out: (1) help-seeking,
(2) collaboration, and (3) systematic cheating. Students who were
seeking for help were typically struggling on the course or in the
exam, and insisted on help from their peers. Students who were
collaborating worked on the exam together, and the students who
were systematically cheating had e.g. created fake accounts to gain
access to the exam questions in the submission system.

Furthermore, we analyzed the logs that were recorded as the stu-
dents were working on the take-home exams, and found patterns
that have the potential for identifying students who have plagia-
rized. A linear solution process in an assignment that is known to be
challenging for students indicates plagiarism as does pasting parts
of the solution. Collaboration where students in the same course
are working together to solve the exam can potentially be detected
through alignment of the programming process. At the same time,
our approach is not a panacea, as we cannot – for example – identify
students who have collaborated with external parties.

These results provide further means to detect plagiarism for in-
structors and researchers, and can be used as a discussion starter
if an institution is considering the use of take-home exams. Fur-
thermore, the recent ITiCSE working group on Educational Data
Mining and Learning Analytics in Programming [10] indicated that
more and more institutions are starting to gather such data. Re-
searchers who are interested in, for example, building models of
the student as a learner [27] or automatically identifying students
who are struggling [2, 10] are likely to benefit from introducing
plagiarism-related metrics to their models.

As a part of our future work, we are looking into incorporating
data gathering into the whole introductory programming course
in order to see to what extent the students plagiarize within the
course assignments, and whether that behavior is linked with the
plagiarism behavior in the take-home exams. We are also looking
into additional means of reducing plagiarism on the courses, and
considering the opportunity of removing exams completely.
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ABSTRACT
Being able to identify the user of a computer solely based on
their typing patterns can lead to improvements in plagiarism
detection, provide new opportunities for authentication, and
enable novel guidance methods in tutoring systems. How-
ever, at the same time, if such identification is possible, new
privacy and ethical concerns arise. In our work, we explore
methods for identifying individuals from typing data cap-
tured by a programming environment as these individuals
are learning to program. We compare the identification ac-
curacy of automatically generated user profiles, ranging from
the average amount of time that a user needs between key-
strokes to the amount of time that it takes for the user to
press specific pairs of keys, digraphs. We also explore the ef-
fect of data quantity and different acceptance thresholds on
the identification accuracy, and analyze how the accuracy
changes when identifying individuals across courses. Our
results show that, while the identification accuracy varies
depending on data quantity and the method, identification
of users based on their programming data is possible. These
results indicate that there is potential in using this method,
for example, in identification of students taking exams, and
that such data has privacy concerns that should be ad-
dressed.

CCS Concepts
•Information systems→Data mining; Nearest-neigh-
bor search; •Security and privacy→Biometrics; Pseud-
onymity, anonymity and untraceability; •Social and
professional topics → Computer science education;
CS1;

Keywords
keystroke analysis, biometric feedback, student identifica-
tion, programming data, source code snapshots, educational
data mining
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1. INTRODUCTION
The transmission of messages over a long distance using

textual and symbolic notation revolutionized communica-
tion across the world during the 19th century. By early 20th
century, the vast majority of people had access to telegraph
offices, and as a consequence, could communicate across long
distances with relative ease [18,29]. Skilled telegraph operat-
ors could transmit tens of words per minute, and developed
a distinctive rhythm [5], so called fist.

Identification of this distinctive rhythm was of importance
especially during the second world war, where intelligence of-
ficers sought to approximate the locations of enemies based
on the individual operators known to be associated with spe-
cific enemy troops [17]. The first time that such an approach
for identifying computer keyboard users was suggested was
in 1970s [26], and since then, a number of methods for identi-
fying computer users based on their typing patterns have
been proposed [14,23].

Although the current results from identifying users based
on their typing patterns are promising (see eg. [3,7,9,10,13,
19, 34]), so far, we do not know how such methods perform
in the context of programming. It is possible that the task
of programming is different from writing e.g. essays, and
as programmers – especially novices – evolve in how they
type their programs [31], their typing patterns may change
during the course. Knowing whether programmers can be
traced down solely from typing patterns could be used to
inform privacy and ethical decisions, and consequently, also
to make decisions on what sort of data to store or share.
Moreover, in the educational context, if students can be ac-
curately identified based on their typing patterns, one could,
for example, construct a system that suggests – or demands
– switching the “driver” in pair programming [36] – which
could be beneficial for those who otherwise struggle to give
up the keyboard.

In the experiment described in this article, we analyze
key-press logs recorded in a programming environment, and
evaluate how accurately students can be identified from such
data. Our experiment is constructed from multiple parts,
where we measure the identification accuracy based on data
quantity within a course, cross-course identification, as well
as the effect of a threshold, i.e. accepting the student if she
or he is among a set of close matches.

This article is organized as follows. First, in Section 2, we
provide a brief overview of keystroke analysis with a focus
on automatically identifying users from such data. Then,
in Section 3, we discuss our research methodology and data,
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which is followed by a description of experiments and results
in Section 4. Discussion on the results and limitations is
provided in Section 5, and in Section 6, we conclude the
article and outline future work.

2. RELATED WORK
Keystroke analysis has mainly been used in research on

authentication and identification [14, 23]. Typing pattern
properties such as typing speed, keystroke durations and
keystroke latencies can be used to identify users. Identi-
fication of users via such measures can be used as an extra
level of security in addition to the more traditional password
and username, as well as to monitor the logged in user and
to detect possible moments in which the user is no longer
genuine. Therefore keystroke analysis can also be applied in
authenticating students taking online examinations.

Authentication methods that are based on an individual’s
unique properties are called biometric. They can be based
on either physiological or behavioral characteristics. Key-
stroke dynamics is a behavioral measurement, and it has
many advantages as an authentication method. It is non-
intrusive and inexpensive, and no additional equipment be-
sides the computer and the keyboard are required.

There are different characteristics that can be calculated
from keystroke data. Duration of keystrokes, pressure of
keystrokes, and keystroke latencies are common features that
are used in keystroke analysis [14]. Especially digraph laten-
cies have been widely used [7, 9, 15, 21, 34]. Digraphs are
generally considered to be any two adjacent characters. For
example, the word int includes two digraphs: in and nt.
Trigraphs are similar constructs of three characters. Dow-
land and Furnell experimented with digraph, trigraph, and
keyword latencies [7]. They achieved the most promising
results when using digraph latencies, but this is likely ex-
plainable by a larger amount of digraphs than trigraphs in
the data. At least Killourhy and Maxion have considered
the hold timings of keystrokes in the analysis, as they have
noticed that it improves the accuracy of the results [15]. In
addition, features like average keystrokes per minute and
amount of errors have been evaluated [24].

However, behavioral features can vary depending on the
situation, and typing patterns can be affected for example
by different keyboards or different types of texts [10]. The
analysis based on transcribed or pre-determined text, such
as the username and password, has been more heavily re-
searched [2, 6, 11, 13, 37], but some studies have used free
text instead [2,10,19]. Using 42 subjects, Monrose and Ru-
bin found that the evaluation results decreased significantly
from accuracy of 79% with transcribed text to 21% with
free text [21]. They hypothesized that this could be due to
writer’s block with having to think of something to write
rather than just typing text that is given to you.

On the other hand, using free text can sometimes be more
desirable, and there have also been promising results with it.
Killourhy and Maxion found no significant difference in clas-
sification results when using transcribed or free text [15]. In
their experiment, 20 subjects were given comparable tran-
scription and free composition tasks. They used lowercase
digraph keydown-keydown and key-hold timing features and
two different classification algorithms. The evaluation res-
ults were not exactly the same with freely composed and
transcribed text, but they were very close and neither one
was always better [15]. Also Villani et al. [34] have stud-

ied the difference between free and transcribed text. With
36 subjects they noticed that the identification accuracy de-
creased slightly with free text from 99.4% to 98.3% and from
100% to 99.5% [34].

Typing patterns can also be affected by different condi-
tions, such as different keyboards. Villani et al. [34] dis-
covered that different keyboards can decrease the identifica-
tion accuracy. Using either only freely typed or transcribed
text, they reached accuracies over 98% when the subjects
only used one type of keyboard, but different keyboards in
training set and test set resulted in accuracy of only about
60%. However, it is good to note, that using both desktop
and laptop keyboards in both the training set and test set
did not noticeably decrease the accuracy [34].

Keystroke analysis has also been successfully applied already
in identifying students [20,27]. Using data from 30 students
taking examinations in a business school, Monaco et al. were
able to correctly identify all the students [20]. With the in-
creasing amount of Massive Open Online Courses (MOOC)
and other online classes, institutions providing these courses
are required to find new methods for identifying their stu-
dents. For example, Coursera is already collecting typing
samples from students that want to acquire a verified certi-
ficate [1]. While Coursera is only utilizing this when students
turn in their assignments, it could be possible to continu-
ously monitor the students while they are solving assign-
ments or exams.

Typing patterns have also been studied in other contexts
than identification and authentication. In programming,
keystroke analysis has been used as an indicator of perform-
ance [30]. In the study by Thomas et al., some digraphs had
a moderate negative correlation with programming course
scores, while others had little noticeable effect [30]. Thomas
et al. suggest that programmers with a good grasp of the
concepts and plans are likely to type some digraphs faster.
In addition, keystroke analysis has been used to, for ex-
ample, automatically detect boredom and engagement [4],
stress [35], and emotional states in general [8].

3. METHODOLOGY
In this Section, we visit the context and data, research

questions, and methodology.

3.1 Context
The data for the study comes from an introductory pro-

gramming course in Java that was organized during the Au-
tumn semester in 2014 at the University of Helsinki. The
course duration is 7 weeks, and the students are familiarized
with topics such as input and output, variables, loops, lists,
and objects. During the course, much of the students’ work
is focused on practical programming assignments, which are
worked within an environment that records the students’
keypress data. While we have adopted the system by Vi-
havainen et al. [33], other such systems are also widely avail-
able (see e.g. [22]).

At the start of the course, students are asked to parti-
cipate in research by providing data from their learning pro-
cess. The used system stores details of every keypress within
the NetBeans programming environment, which include the
student id, difference created by the change (i.e. the key
pressed), timestamp, and the identifier of the assignment
that the student is working on, which can be used to de-
termine the course and course week.
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The students can work on the exercises either in the com-
puter labs, where they are able to get help from teaching
assistants when needed, or they can work on the exercises
independently anywhere (for further details on the teaching
approach and context, see e.g. [16]). Therefore, we do not
have information about the computers or keyboards that
were used during the data collection, which means that stu-
dents can use different keyboards even when solving a single
exercise. The students can also take a break at any time,
and continue later from the same spot they were at.

We also collected data from an advanced programming
course in Java, which was organized directly after the in-
troductory course. The course structure is similar, lasting
7 weeks and having several programming assignments each
week.

3.2 Research Questions
In this work we seek to determine how accurately one can

identify programmers based on their typing patterns. Our
research questions for this work are:

RQ 1. How does the identification accuracy change if the ac-
ceptance threshold is varied?

RQ 2. How is the accuracy of programmer identification in-
fluenced by the amount of typing data?

RQ 3. Given data from two separate programming courses,
how accurately can programmers be linked in these
datasets?

With the first research question, we are interested in how
the results change, if instead of trying to precisely identify
the programmers, we allow the correct author to be within
a certain threshold. That is, instead of testing whether the
author of a test sample is the author of the nearest sample in
the training set, we check whether the correct author of the
test sample can be found in the k nearest training samples.

With the second question, we want to see how the amount
of data affects the accuracy of identification results. Our
hypothesis is, that the more data we have, the more accurate
the results are. If this is the case, we want to know how
much data we need to collect before the results are accurate
enough for identification.

With our third question, we want to know whether we are
still able to identify the programmers even if the data has
been collected from two separate courses. This helps to give
us an idea about how the time elapsed between two samples
affects the identification, and whether learning affects the
typing patterns enough to make identification harder. On
the other hand, with samples collected from two different
courses we have more data, which may make identification
easier.

3.3 Data Preprocessing
For the analysis, we excluded events that consisted of more

than a single keypress. These events included copy-paste
-events, auto-completion events from the programming en-
vironment, refactoring events as well as long deletions. That
is, only events with single character change were considered.

We only included students who had typed more than 2000
characters. On average, the students typed 7500 charac-
ters during the first week of the introductory course, which
means that expecting at least 2000 characters roughly leaves

us with the students that have worked on more than one
quarter of the first week. This inclusion criteria is per-
formed as some students only typed a few characters, for
example because they have stopped providing data, or have
used other programming environments than NetBeans and
only pasted their solutions to the working environment.

We also eliminated events for which the duration between
the events was too short or too long. This is important,
as the students did not work in controlled environments,
and they were able to take a break or stop working at any
time. Therefore, the elapsed time between two characters
could even be a couple of days, and including such data
would create unnecessary noise in the analysis. Short events
were removed to eliminate auto-completion events from the
programming environment, or other events where two keys
are pressed together. We used the same allowed range of
10ms–750ms as Dowland and Furnell [7].

After filtering out events that took too much or too little
time, the data were normalized so that the averages xi were
converted to values x′

i that are between zero and one using
the following formula,

x′
i =

xi − xmin

xmax − xmin
(1)

where min and max are the minimum and maximum values
of the variable from all subjects. This was performed to
reduce the possible effect that the time that it takes to reach
specific keys would dominate the time it takes to reach other
keys.

Finally, as there are thousands of possible digraphs (key-
pairs) that the students can type, and as it is possible that
many of those are used by just one person, we always se-
lected only the 100 most common digraphs in each of our
experiments. For determining the most common ones, we
calculated the medians of the number of times the students
used the digraph in the training and test sets. We then
sorted the digraphs by their medians and selected the 100
largest.

3.4 Evaluated Profiles
Each programmer’s profile consists of mean averages of

feature latencies, which are depicted by three different levels
of typing patterns, as well as a combination of them.

Level 0: The average time that the programmer needs to
press any key while typing, i.e. the sum of the typing times
divided by the amount of events.

Level 1: The average time that the programmer needs to
press a specific key while typing, i.e. the average amount of
time that a student takes to reach a given key on a keyboard.

Level 2: The average time that the programmer needs
to press a specific key-pair, digraph, while typing, i.e. the
average amount of time that a programmer takes to traverse
between two specific keys.

Combination: Combination of the above levels.

Similar to Killourhy and Maxion [15], to get reliable aver-
ages, we only calculated an average for a specific character or
digraph if the student had typed that character or digraph
5 times or more.

3.5 Identification
The distance between a given pair of programming stu-

dents was defined as the Euclidean distance between the
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mean vectors s1 and s2 of the students. Euclidean distance
d can be calculated using the following formula,

d(s1, s2) =

√√√√
n∑

i=1

(s1i − s2i)2 (2)

where n is the amount of features. If a specific feature was
missing from either the training data or the test data, we
used the average time that student took to press any key
while typing, i.e the Level 0 feature, instead.

For identification we used a nearest neighbor classifier.
During the analysis, the distance from each sample in a test
set was calculated to each sample in a separate training test.
The author of the test sample was identified as the author
of the training set sample, if the distance between those two
samples is the smallest over all evaluated distances.

Traditionally, an identification system either identifies the
owner of a test sample to be someone from the training set,
or someone unknown [10]. This is due to the fact that many
such systems are used as part of an authorization process,
and thus, it is important that the system can identify the
user as someone who should have no access. However, in
our case, we have a closed population in a course, and thus,
we can train the system with samples from all users that we
aim to identify, ignoring the case of unknown users.

For testing purposes, we assume that all samples are genu-
ine and produced by the actual student. As the number of
students that work on the exercises decreases during the
course due to some students dropping out or choosing to
disable the data gathering, our training sets always contain
at least the same number of students as the test sets.

4. EXPERIMENTS AND RESULTS
In this section, we present the experimental setting we

designed to answer each of our research question, as well as
the results.

4.1 Effect of Acceptance Threshold
To answer Research Question 1, ”How does the identifica-

tion accuracy change if the acceptance threshold is varied?”,
we used all events from weeks 1–6 of the introductory pro-
gramming course as our training set, and all events from
week 7 as the test set. The minimum requirement of 2000
typed characters left us with 233 students in the training
set and 173 in the test set. That is, although there are 233
students in the training data – from the earlier parts of the
course –, we sought to identify those 173 students who were
there during the last week.

In the identification step, we calculated the amount of
exact matches of training set samples to test set samples,
as well as the amount of correct matches within a certain
threshold, i.e in the top k estimates. That is, we consider the
test sample to be correctly identified if the correct author is
the author of one of the k closest training set samples instead
of just checking the author of the closest training set sample.
The results in the top 1, top 5 and top 10 estimates with 4
different feature sets are presented in Table 1.

Both Levels 0 and 1, that is, the average amount of time
that a student takes to press any key, and the amount of
time a student takes from any key to a specific key, have
poor performance. Only 7 out of 173 students (4%) were
correctly identified with Level 0, when only exact matches

Table 1: For each feature set, the number of students
correctly identified, given that estimates within the
Threshold were considered to be correct.

Type Threshold Correct Accuracy

Level 0 1 7 4.0%
Level 0 5 28 16.2%
Level 0 10 48 27.7%
Level 1 1 47 27.2%
Level 1 5 78 45.1%
Level 1 10 92 53.2%
Level 2 1 157 90.8%
Level 2 5 165 95.4%
Level 2 10 169 97.7%
Combined 1 135 78.0%
Combined 5 153 88.4%
Combined 10 160 92.5%

Figure 1: The overall performance of the different
feature sets.

were considered. Similarly, 47 out of 173 (27%) were ex-
actly identified with Level 1. The Level 2 features, that is,
the amount of time that it takes to move from a specific key
to another specific key, performed considerably better, ac-
curately identifying 90.8% of the students with threshold of
one – counting the match only if the student was exactly the
one that the system proposed. Almost as high performance
was observed with the combined feature set, which combined
all the Level 0, Level 1, and Level 2 features.

The results for the different feature sets are also depicted
in Figure 1. In the Figure, the y-axis denotes the percentage
of correctly identified students for a given threshold, which
is denoted by the x-axis. Level 2 is the best performing fea-
ture set with all thresholds. Though the accuracy increases
while the threshold grows, we do not observe much improve-
ment in the results after threshold 10 with Level 2. At this
point, only four students were not identified, and they were
identified when allowing thresholds of 12, 29, 63 and 127.

4.2 Effect of Data Quantity
To answer Research Question 2, ”How is the accuracy of

programmer identification influenced by the amount of typ-
ing data?”, we gradually increased the amount of data in our
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Table 2: The amount of correctly identified students
when the amount of data in training set increases.

Included Weeks Type Correct Accuracy

1 and 2 Level 0 4 2.6%
Level 1 54 35.3%
Level 2 119 77.8%
Combined 129 84.3%

1-2 and 3 Level 0 10 6.5%
Level 1 49 32.0%
Level 2 126 82.4%
Combined 112 73.2%

1-3 and 4 Level 0 5 3.3%
Level 1 44 28.8%
Level 2 135 88.2%
Combined 123 80.4%

1-4 and 5 Level 0 6 3.9%
Level 1 31 20.3%
Level 2 135 88.2%
Combined 106 69.3%

1-5 and 6 Level 0 6 3.9%
Level 1 33 21.6%
Level 2 133 86.9%
Combined 108 70.6%

1-6 and 7 Level 0 8 5.2%
Level 1 46 30.1%
Level 2 146 95.4%
Combined 125 81.7%

training set to estimate how long one needs to keep collect-
ing data before being able to make accurate identifications.
We started with using all the events from the first week as
our training set, and we then added one week to it at a time.
As our test set, we always used the next week that was not
yet included in the training set.

In our training set, we included all the students that had
typed more than 2000 characters during the first week, which
left us with 225 students. To eliminate the effect of the num-
ber of students working on the course reducing over time,
we kept the test set size consistent by only including the 153
students who had typed more than 2000 characters during
every week.

The results with the different levels are presented in Table
2 and visualized in Figure 2. Level 0 and Level 1 perform
poorly regardless of the amount of data. Level 2 is the best
performing feature set in all cases, except for the first week,
and we can see an increase in the accuracy from 77.8% to
95.4% as the amount of data increases. However, when in-
cluding 3, 4 or 5 weeks of data in the training set, the ac-
curacy stays somewhat consistent ranging around 87–88%.

Table 3 presents the results of Level 2 with different thres-
holds. As observed previously, the amount of data and the
threshold affect the accuracy. Nevertheless, regardless of the
amount of data, we are able to place the correct author of
the test set sample in the top 5 estimates in at least 95% of
the cases.

4.3 Cross-dataset Identification
To answer Research Question 3, ”Given data from two

separate programming courses, how accurately can program-
mers be linked in these datasets?”, we used all the events
from the introductory course as our training set, and all the

Figure 2: The effect of gradually increasing the size
of the training set on identification accuracy with
different levels.

events from the advanced programming course as our test
set. The results are presented in Table 4. The training set
included 233 students and the test set 146 students.

In this experiment, we were able to exactly identify all
except two students using Level 2 features reaching an iden-
tification percentage of 98.6%. When allowing a threshold of
2, we only fail to identify one student. The better results in
this experiment are likely explainable by the large amount
of data in our test set. In all other experiments, we have
included only one week of data in the test set. This also
indicates the importance of data quantity.

Even though the programming skills and perhaps the typ-
ing speeds of the students have developed during the course,
we are still able to identify the students with high accur-
acy. On the other hand, the advanced course took place
right after the introductory course, so the break between
the courses was relatively short.

To determine how much the typing profiles of students
change, we ran an experiment where the training set in-
cluded only the first two weeks of the introductory program-
ming course, and the test set the last two weeks of the ad-
vanced programming course. Eleven weeks elapsed between
the data sets. In this experiment, 92 out of 130 (70.8%)
programmers were exactly identified, and 118 out of 130
(90.8%) were correctly identified with a threshold of ten.
The accuracy decreases, but this can be at least partly due
to a smaller amount of data. However, also Tappert et al.
noticed that identification accuracy decreases over time [28].

5. DISCUSSION
In our experiments, we have achieved promising results

in identifying programmers from their typing data. Using
average times of digraphs, i.e. Level 2, the correct individual
can be placed in the five closest estimates in 95% of the
cases. As the amount of data increases, around 90–99% of
the students can be exactly identified.

These results are not as good as some of the previous res-
ults in other contexts [10, 19, 20, 27], but at the same time,
show the potential in using keystroke analysis as an iden-
tification method in the context of programming. In our
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Table 3: The effect of amount of data on the number
of students correctly identified using Level 2, given
a specific threshold.

Included Weeks Threshold Correct Accuracy

1 and 2 1 119 77.8%
5 146 95.4%
10 149 97.4%

1-2 and 3 1 126 82.4%
5 146 95.4%
10 151 98.7%

1-3 and 4 1 135 88.2%
5 150 98.0%
10 152 99.3%

1-4 and 5 1 135 88.2%
5 149 97.4%
10 149 97.4%

1-5 and 6 1 133 86.9%
5 146 95.4%
10 149 97.4%

1-6 and 7 1 146 95.4%
5 151 98.7%
10 152 99.3%

Table 4: Results for cross-dataset identification. For
each feature set, the number of students correctly
identified, given a specific threshold.

Type Threshold Correct Accuracy

Level 0 1 7 4.8%
Level 0 5 31 21.2%
Level 0 10 45 30.8%
Level 1 1 92 63.0%
Level 1 5 123 84.2%
Level 1 10 127 87.0%
Level 2 1 144 98.6%
Level 2 5 145 99.3%
Level 2 10 145 99.3%
Combined 1 136 93.2%
Combined 5 142 97.3%
Combined 10 144 98.6%

case, we have not controlled the environment where the pro-
grammers complete their exercises, and changing conditions,
such as different keyboards, have been shown to have an ef-
fect on identification accuracy [34]. We have also used a
nearest neighbor classifier based on Euclidean distance, and
more sophisticated classification methods could yield to bet-
ter results.

Though the evaluated method works well on our data set,
it is possible that it can not be applied in other cases. Yet,
keystroke analysis has been successfully applied to identify
students [20, 27], just not in the context of programming,
and our results support these previous findings. Research
on authentication systems has used varying methods and
interfaces for collecting the data and still achieved similar
results, so we believe that identification is possible even if
using, for example, a different programming environment or
another programming language. Furthermore, our experi-
ments used data from two different courses, which makes
us believe that it is feasible to identify programmers from

keystroke information in other contexts and data sets.
When using programming data from seven weeks of a

course, six weeks for learning about the students, and one
week for evaluating the students, the best performing fea-
ture combination identified 90.8% of the students exactly.
When the identification criteria was made easier by consid-
ering the top ten estimates, 97.7% of the students could be
identified.

This described test case can be seen as a hypothetical
exam situation, where we have collected data for six weeks
during a course, and where we want to verify the identity
of a student taking a computer exam in the end. Contexts
that use computer exams in their introductory programming
courses, but have no resources for organizing these exams in
controlled situations, could benefit from these results. It
would e.g. be possible to have students take the computer
exams at home, whenever the time is best for them. Having
an automatic system that raises a flag in potential cheating
cases, that could then be manually checked, could be a good
addition to the current plagiarism detection systems [12].
Such systems could also be used to inform students about
cheating and plagiarism, which could potentially change stu-
dents’ perceptions towards plagiarism [25]. This could also
be applied in online and distance courses, given that the
verification of students’ identity is considered important.

When considering the results, it is good to note that we
allowed the students to choose the conditions in which they
wanted to work and felt comfortable. It is possible that pres-
sure or excitement can change typing patterns, which may
influence the results in e.g. a real exam situation. In ad-
dition, the data gathered from one week’s exercises is likely
larger than the data available from an exam, which may
reduce accuracy.

Our system is based on trust, and we do not know whether
the students have actually done the exercises by themselves.
It is possible that they have received help from others at
some point of the course, or even with all the exercises.
However, if this were the case, and if it would be typical,
it is also likely that our results would have been poorer. On
the other hand, if the first weeks of the course would be or-
ganized in closed labs with supervision, it would likely be
possible to use this method to detect students who e.g. re-
cruit someone else to do parts of their work for them. As
seen in the results presented in Table 3, we can place the
correct author of the test sample in the top five estimates in
95% of the cases even when training the system with data
from only the first week. Such knowledge could be beneficial
for e.g. teaching interventions, during which students could
be directed towards reflection and better study strategies.

In our context, the students have a lot of programming
exercises to solve, so we are able to collect large amounts
of data. As noted, the amount of data has an effect on
accuracy, which means that the method might not be ad-
aptable to systems that collect less data. We required that
the students had typed more than 2000 characters to include
them in the study. This is less than one third of the typ-
ing that students do on average during the first week of the
programming course, but good results have been achieved
with free text even with less data. A performance of 96.3%
was achieved with a minimum of 500 and average of 750
keystrokes with 119 subjects, though not in the context of
specifically identifying programmers or students [19]. Us-
ing a minimum of only 500 characters in our case lowered
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the performance from 90.8% to 87.6% when using data from
weeks 1-6 and 7 of the introductory course; however, a full
analysis of the character amount is out of the scope of this
article.

We have also only applied the method to 150-200 students,
and none of the works that we are aware of have tested key-
stroke analysis in case of a thousand or more of subjects.
The accuracy is likely to decrease as the number of subjects
increases, but we believe that the threshold-based identific-
ation could have potential even in this case.

In addition, these results raise privacy concerns regarding
releasing the data for public use. Even if no personal details
are provided within the data, our experiments show that
programmers could still be identified from their keystrokes.
This is evident from e.g. the cross-dataset identification,
and means that separate datasets may be connected if no
care is taken. A starting point could be, if the timestamps
in the data are not important for external parties, is to use
ordinal numbers instead of timestamps.

Finally, our system always identifies one of the authors of
the training set samples as the author of a test set sample,
which makes the identification problem easier when com-
pared to a problem where samples can also come from users
that are new to the system. Thus, the results here might
not be fully comparable to all other identification results,
though previous works in authenticating students have sim-
ilarly used a closed system [19], or both open and closed
systems [27].

6. CONCLUSIONS AND FUTURE WORK
In this study, we have taken the first steps towards auto-

matically identifying programmers from keystroke data re-
corded within a programming environment. Though our
results do not reach the accuracy levels of some other best-
performing classifiers used with freely typed text, we have
showed that a reasonable accuracy can be achieved also in
the context of programming. As the need for new identific-
ation methods increases with the amount of online courses,
and storing data with finer granularity has become increas-
ingly popular [32], these results are important and topical.

In the future, we hope to improve our results by using
a more sophisticated classifier. The one used in these ex-
periments is a simple nearest neighbor classifier based on
Euclidean distance. In addition, we plan to test the system
also with an open population.

We are also looking into testing the identification with
data from a real exam situation, as well as with more stu-
dents. Although our data sets already had more students
than some of the previous studies, we would like to see how
the accuracy of the classifier changes when the number of
students on the course increases. These are important ques-
tions if we want to apply keystroke analysis as an authen-
tication method on MOOCs for example.

Furthermore, we are interested in finding out if keystroke
analysis could be applied in advancing teaching methods on
introductory computer science courses. For example, if we
are able to pinpoint the times where in pair programming
sessions the typist has been exchanged, we could direct the
programmers to change places often enough.

Finally, we are also investigating the connection between
typing latency and introductory programming course per-
formance.
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ABSTRACT
In traditional programming courses, students have usually
been at least partly graded using pen and paper exams. One
of the problems related to such exams is that they only par-
tially connect to the practice conducted within such courses.
Testing students in a more practical environment has been
constrained due to the limited resources that are needed, for
example, for authentication.

In this work, we study whether students in a programming
course can be identified in an exam setting based solely on
their typing patterns. We replicate an earlier study that in-
dicated that keystroke analysis can be used for identifying
programmers. Then, we examine how a controlled machine
examination setting affects the identification accuracy, i.e. if
students can be identified reliably in a machine exam based
on typing profiles built with data from students’ program-
ming assignments from a course. Finally, we investigate the
identification accuracy in an uncontrolled machine exam,
where students can complete the exam at any time using
any computer they want.

Our results indicate that even though the identification
accuracy deteriorates when identifying students in an exam,
the accuracy is high enough to reliably identify students
if the identification is not required to be exact, but top k
closest matches are regarded as correct.

CCS Concepts
•Information systems → Data mining; •Social and
professional topics → Computer science education;
CS1; •Computing methodologies→ Supervised learn-
ing by classification; •Security and privacy→ Biomet-
rics;
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1. INTRODUCTION
Hundreds of thousands of students around the world at-

tend an introductory programming course each year, and at
the end of the course, many of them take part in an exam.
The exam may for example be a traditional written exam,
where students answer questions using pen and paper, or, it
may be a more practical laboratory exam, where students
are expected to construct programs in a lab setting [2,20]. In
both cases, students typically take the exams at their own
educational institution, where their identity is determined
by administrators or course staff.

With the trend towards blended and online course offer-
ings, it is meaningful to consider taking at least parts of the
exam by telecommute. Naturally, when such an option is
considered, concerns related to e.g. plagiarism [5, 19] and
authentication are involved. Plagiarism detection is about
determining whether the student is the author of the pro-
posed solution, while authentication is related to determin-
ing whether the student is who he or she poses to be.

Our work explores the possibility of automatically authen-
ticating students taking an exam by telecommute using their
typing patterns as the authentication mechanism. If authen-
tication using such means is possible, it could lead to redu-
cing costs related to the facilitation of local examinations,
increase the flexibility in when the exam is given, and also
provide the students with the chance to take the exam at a
location where they feel comfortable, possibly helping them
perform better during the exam.

While authentication of students based on typing speed
and keystroke durations has been previously explored out-
side the programming domain [11, 18], the task was only
recently considered within the domain of programming by
Longi et al. [14]. They used programming course data to
learn students’ typing profiles, and then sought to identify
the students in two separate situations: during a future ses-
sion on the same course and during a future course. With
the best approach, over 90% of the students in the dataset
were correctly identified.
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In this work, we (1) replicate the work previously reported
by [14] with separate data sets, (2) explore to which extent
the method can be applied to distinguish students with data
from a shorter period, i.e. an exam, and (3) study how the
accuracy of the method changes when students work using
machines that they are accustomed to when compared to
machines in a laboratory setting. The main goal of these
experiments is to study the robustness of the approach in
practical settings.

This article is organized as follows. We provide a brief
overview of identification of users using keystroke data in
Section 2, after which we outline our research methodology
and data in Section 3. The description of results and exper-
iments is given in Section 4, followed by a discussion of the
results in Section 5. Finally, in Section 6, we conclude the
article and outline future work.

2. RELATED WORK
Various characteristics can be calculated from typing data.

These characteristics include duration of keystrokes, pres-
sure of keystrokes, and keystroke latencies [11], which may
vary depending on the situation – typing patterns can be af-
fected by different keyboards, for example, or different types
of texts [8]. Out of these characteristics the keystroke laten-
cies, especially digraph latencies – the time it takes to move
between a pair of keys – have been widely used [6,7,12,17,24].
Generally, digraphs are any two adjacent characters, for ex-
ample, the word word includes three digraphs: wo, or and
rd. If the word is mistyped, additional digraphs are also
observed – it also is possible to include events such as dele-
tions.

Much of the previous work on typing analysis has been
based on transcribed or pre-determined text, such as user-
names and passwords [3, 4, 9, 10, 25], but there are studies
where the input has been free text instead [3,8,15]. The res-
ults vary significantly based on the data used. For example,
in a study by Monrose and Rubin with 46 participants,
the identification accuracy decreased significantly from 79%
with transcribed text to 21% with free text [17]. They sug-
gested that this result could be partially explained by the
writer having to think about something to write rather than
being just able to type in whatever is given.

There are positive results from using free text as well. For
example, in an experiment with 20 participants, Killourhy
and Maxion found no significant difference in classification
results when using transcribed or free text [12]. In their ex-
periment, the participants were given comparable transcrip-
tion and free composition tasks, and they used lowercase
digraph and key-hold times with two separate classification
algorithms. Although the results were not exactly the same,
they were very close and neither one was always better [12].

Typing patterns can be affected by different conditions
such as the keyboard [24]. In a study by Villani et al. [24],
where participants had either only freely typed or tran-
scribed text, identification accuracies of over 98% were achie-
ved when when the subjects only used one type of keyboard.
However, when the keyboard was switched between the ses-
sion that produced the data from which the typing profile
was learned and the session where the participant was being
identified, the identification accuracy dropped to about 60%.
However, at the same time, using both desktop and laptop
keyboards in both sessions did not noticeably decrease the
accuracy [24].

Keystroke analysis has also been successfully applied in
identifying students in online exams [16, 21]. Using data
from 30 students taking examinations in a business school,
Monaco et al. were able to correctly identify all the stu-
dents [16]. Similarly, Coursera is collecting typing samples
from students who want to acquire a verified certificate [1].

In a programming context, keystroke analysis has been
used to infer programming performance [13, 22]. Thomas
et al. [22] found that there exist some digraphs that have
a moderate negative correlation with course scores. They
argue that more knowledgeable programmers type certain
digraphs faster than novice programmers.

3. METHODOLOGY
3.1 Context

The data for the experiments has been collected from four
programming courses held at the University of Helsinki in
2015 spanning both spring and autumn semesters. Both
semesters had a beginner and an advanced course in Java.
All four courses had a machine examination. The machine
exams consisted of Java programming assignments and the
students were allowed to use the Internet, but not commu-
nicate with anyone. The machine exams in spring 2015 were
conducted at university facilities in a computer lab, where
students’ identities were verified by course personnel. In
autumn 2015, the students were allowed to complete the ex-
amination at any location using any computer they wished
to use, and their identities were only verified by the system
used to submit the solutions to the programming assign-
ments. The students had two and a half hours to complete
the exam in both the controlled and the uncontrolled ma-
chine exams.

All four courses lasted 7 weeks each. In the beginner
courses, the students practice basic programming concepts
such as variables, inputs and outputs, loops, and objects,
and in the advanced courses, the students learn to use in-
terfaces, inheritance, file handling, and user interfaces. The
students complete multiple programming exercises every week.
Keystroke data from the exercises is collected using the Test
My Code -system, which provides an IDE integration for the
purposes of data gathering as well as providing feedback to
students as they work on the course assignments [23].

For each keystroke conducted within the environment that
changes the code, timestamp, exercise information, course
information, student information and the diff-information of
the change is collected. As the system only records visible
differences in the code, the data does not include special
keys like the Shift- and Ctrl-keys. The students can also
opt-out of data collection during the weekly exercises, but
not in the machine exam.

3.2 Research Questions
Our research questions for this study are as follows:

RQ 1. How does the identification accuracy vary between data
sets?

RQ 2. How does a controlled machine examination situation
affect the identification accuracy?

RQ 3. How does an uncontrolled machine examination situ-
ation affect the identification accuracy?
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To answer the first research question, we replicate the
study by Longi et al. [14] to determine how identification
accuracy varies between data sets. To answer the second
and third research questions, we study how the exam situ-
ation affects identification accuracy using two different ex-
periments.

In the first experiment, the students complete a mandat-
ory machine examination at university facilities in a com-
puter lab and their identity is verified. In the second ex-
periment, the students were allowed to complete a similar
mandatory machine examination at any location using any
computer they wish to use and their identity is not verified.

3.3 Preprocessing
In the first experiment where we replicate the study by

Longi et al. [14], we used the same filters as outlined in the
original study to achieve as reliable replication as possible
in Section 4.1. This means that students who typed less
than 2000 characters during the first week of the course were
not included in the experiments. For the machine exam
experiments we only included data from the students who
participated in the machine exam.

Following the process described in [14], we filtered out
keystroke events that added more than one character to
eliminate refactoring and copy-paste events. We used the
same limitation on the typing event time; only typing events
where the duration from the previous event was in the range
of 10ms – 750ms were included.

3.4 Feature selection
In the original study by Longi et al. [14], the typing pro-

files were constructed using three different types of features:
1. the average latency between any two keys, i.e. the typing
speed of the student, 2. single character latencies, i.e. the
average latency from any key to a specific key, and 3. di-
graph latencies, i.e. the average latency from a specific key
to a specific key. Since digraph latencies have been shown to
work better than the other two types or a combined feature
vector that includes all three types [14], we only use digraph
latencies in our experiments.

In the replication experiments, we used the 100 most com-
mon digraphs for building the typing profiles similar to Longi
et al. [14]. The most common digraphs were determined by
sorting the digraphs by the median amount of times the stu-
dents had used them in both the training and the test set.
One digraph corresponds to one feature, and for a feature
to be included from a specific student, the student had to
have at least five instances of the digraph in the data. In
the machine exam experiments, we calculated the differences
in identification accuracy if the amount of features used to
build the typing profile is varied. The results for one data
set are presented in Figure 1. The figures for other data sets
show similar diminishing returns in the increase of accuracy
after around 25 features. The 25 most common digraphs for
the same set are presented in Table 1. Since the digraphs
are from a programming context, the most common ones
include programming-related digraphs such as i -> n and n
-> t from writing int, and the digraph used in creation of
Java’s code blocks { -> }.
3.5 Identification

The identification is based on comparing typing profiles
estimated during the test context against personal typing
profiles learned for each student during the course, using Eu-

clidean distance between the profiles for finding the nearest
ones. A simple nearest-neighbor classifier would give the
best estimate for the identity of the student, but for the pur-
pose of verifying whether the student is who he or she claims
to be it is not necessary to solve this full classification prob-
lem. Instead, it is sufficient that the correct training profile
is within top k closest profiles (Longi et al. [14] called this
acceptance threshold). The parameter k controls the balance
between two types of error: Large k increases the accuracy
for recognizing the true identities, but also makes it easier
for false identities to pass the identification test. The prob-
ability for that is k/N , where N is the number of students.
In the following experiments we will vary the choice of k,
searching for the smallest k that has sufficiently high accur-
acy.

4. EXPERIMENTS AND RESULTS
In this section, we present the experiments we conducted

to answer our research questions and their results.

4.1 Replication
To answer the question ”How does the identification ac-

curacy vary between data sets?”, we test identification ac-
curacy with four data sets from different courses. Previous
work has tested identification using data sets with around
200 students [14]. We include data sets with fewer students
in our replication experiment to see how the accuracy of
identification changes when there are fewer students.

The results of our replication experiments are shown in
Table 2. There, data set 1 is from an introductory program-
ming course in spring 2015. Data set 2 is from an advanced
programming course in spring 2015. Data sets 3 and 4 are
from an introductory and an advanced programming courses
held during the autumn semester of 2015. In each data set,
we used the first six weeks of the course for building the
training set typing profiles and the last week of the course
for building the test set typing profile. We achieve sim-
ilar results having above 90% accuracy with every data set
regardless of the acceptance threshold. The results indic-
ate that identification can be conducted reliably even with
smaller data sets.

4.2 Controlled Machine Exam Identification
Accuracy

Next, we answer the question ”How does a controlled ma-
chine examination situation affect the identification accur-
acy?”. Here, we use data from the spring of 2015 courses at
the University of Helsinki, where the students had to com-
plete a mandatory machine examination in a controlled en-
vironment at university premises. The results are presented
in Table 3.

The students can be identified with quite high accuracy,
even though the identification accuracy is significantly lower
than the accuracy achieved in Section 4.1. Especially precise
identification, i.e. identifying a student with a threshold of
one, does not work as well in the exam as it does for a larger
data set that consists of one week’s worth of programming.

In addition to studying the identification accuracy in a
controlled machine examination, we study the effect of fea-
ture quantity on identification accuracy to see how the fea-
ture count influences the identification accuracy. The results
show that for identifying students precisely, i.e. with an ac-
ceptance threshold of one, 50 features seem to be enough
as the increase in accuracy with 100 features is not signi-
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Table 1: The 25 most common digraphs in a programming course which were used in building the typing
profiles for that course.

from key space t n l a a = r j t { l h i s o backspace k i t v u t e u

to key = u t u r t space i a h } i i n t u backspace u s a a k space t t

Figure 1: Smoothed identification accuracy plotted against the number of features. The threshold specifies
the number of students that are considered to be correct for identification purposes. The figure shows
that using around 25 features provides a good identification accuracy with all three thresholds and that the
accuracy starts to deteriorate after around 150 features.

Table 2: Identification Accuracy with Different Data
Sets

Data
set

Students Threshold
1

Threshold
5

Threshold
10

1 69 94.03% 97.02% 97.02%

2 61 93.22% 100% 100%

3 153 91.37% 97.84% 99.28%

4 128 94.64% 100% 100%

ficant enough to warrant increased complexity. If we allow
the student to be within an acceptance threshold of 5 or 10,
25 features seem to suffice. In the advanced course, using
10 features seems to achieve a quite reliable identification
accuracy of 95% with an acceptance threshold of five.

4.3 Uncontrolled Machine Exam Identification
Accuracy

Last, we answer the question How does an uncontrolled
machine examination situation affect the identification ac-

curacy?. In this experiment, we use data from the program-
ming courses held at the University of Helsinki in the au-
tumn of 2015. The results are presented in Table 4.

The results show that identification accuracy in an uncon-
trolled machine exam is slightly worse than in a controlled
one. Regardless, the identification accuracy is still suffi-
ciently high especially if we allow for an acceptance threshold
of 10 and use at least 25 features.

Contrary to the results in 4.2, increasing the feature amount
from 25 to 50 does not improve the identification accuracy
significantly when the acceptance threshold is one. 25 fea-
tures seem to suffice with any threshold to achieve a high
identification accuracy. In the beginner course, having 50
features instead of 25 has a detrimental effect on accuracy,
which is lower with all three threshold levels when using 50
features compared to using 25.

5. DISCUSSION
Previous work by Bennedsen and Caspersen [2] argues

strongly for having machine examination on introductory
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Table 3: Identification Accuracy in a Controlled Ma-
chine Exam

Beginner course with 69 students

Features Threshold 1 Threshold 5 Threshold 10

10 44.93% 78.26% 89.86%

25 75.36% 92.75% 97.10%

50 86.89% 100% 100%

100 86.89% 100% 100%

Advanced course with 61 students
Features Threshold 1 Threshold 5 Threshold 10

10 73.77% 95.08% 98.36%

25 85.25% 96.72% 98.36%

50 91.37% 97.84% 99.28%

100 94.64% 100% 100%

Table 4: Identification Accuracy in an Uncontrolled
Machine Exam

Beginner course with 153 students

Features Threshold 1 Threshold 5 Threshold 10

10 67.32% 91.50% 96.08%

25 86.28% 96.73% 96.73%

50 84.31% 93.46% 96.08%

100 86.93% 97.39% 97.39%

Advanced course with 128 students
Features Threshold 1 Threshold 5 Threshold 10

10 68.75% 86.72% 91.41%

25 86.72% 92.97% 96.09%

50 87.50% 94.53% 96.09%

100 89.06% 94.53% 96.09%

programming courses. However, a big limitation for having
machine examinations is the cost of overseeing students tak-
ing the exam. Our experiments show that it is possible to
identify students in a machine examination based on their
typing profiles, which means that the cost of machine ex-
aminations could be alleviated by having the students com-
plete the exam remotely on their own devices, since cheating
students could be identified based on their typing patterns.
However, condemning a student for cheating solely based
on their typing profile is not advisable, since there could
be other factors that affect typing such as exam stress or a
broken arm. Nevertheless, what could be done is that a flag
could be raised in situations where the student is suspected
of cheating based on their typing, and further analysis is
performed manually. A limitation of our approach is that
keystroke analysis can only identify cases where a student
has someone else complete the exam for them, but not cases
where the whole course is taken by someone else than the
student. Since we can only observe typing, a student could
cheat by having a friend help them during the exam, but do
all the typing himself. However, at the same time, such be-
havior might likely also influence the typing patterns in the
same way as changing from transcribed to free-text does [17].

In most of our experiments, an acceptance threshold of 5
seems to have about as good performance as a threshold of

10, and both perform significantly better than exact identi-
fication, i.e. using a threshold of one. There are a few excep-
tions though, which suggests that to be certain, a threshold
of 10 should be used. With only 25 features and a threshold
of 10, we can get over 95% identification accuracy with all
data sets in our experiments. This means that in a real-
world scenario, only 5% of the cases would be false posit-
ives, i.e. identifying a ”cheating” student where there is no
cheating. The acceptance threshold is still small enough to
guarantee reasonably low false negative rate; for all contexts
the probability of an impostor passing the identification test
is below 10%.

The fact that no major difference in the identification ac-
curacies between the uncontrolled examination and the con-
trolled examination could indicate that there is some cheat-
ing, since hypothetically, the results should be better if the
students are allowed to complete the exam on the same com-
puter that they have used during the exercises – previous
work has shown that changing keyboards had an adverse ef-
fect on identification [8]. However, there could be other un-
known factors that influence the results. For example, the
fairly low-dimensional typing profiles and relatively high ac-
ceptance threshold might make the identification algorithm
robust for such changes.

To achieve optimal identification accuracy, at least 25 fea-
tures should be used. This is less than used by Longi et
al. [14], who used 100 features. In our experiments the accur-
acy gain for going from 25 to 50 features was only marginal,
and that around 150 to 200 features the accuracy already
drops visibly (see Figure 1). This discrepancy compared to
the earlier study is to be expected since the training and test
context differ more in our setup; the most frequent features
are likely to be more robust against changes caused by differ-
ent keyboard or other external factors. For highly controlled
setups one could use also features that would be too fragile
for the less controlled test situations in our experiments.

6. CONCLUSIONS AND FUTURE WORK
In this work, we explored how students’ typing patterns

could be used to authenticate them in a computer-based
examination. We were able to identify programmers from
their typing patterns. This replicates the study by Longi
et al. [14] as well as shows that identification is possible
with data sets containing a smaller number of students. We
also showed that it is possible to identify students in a ma-
chine exam based on typing profiles built with exercise data.
Identification in an exam setting does not work as well as
identification of students on the last week of introductory
programming courses, but shows promise that even though
the accuracy is lower, it might be enough to catch cheaters
in computerized exams.

We also observed that in all of our data sets, the optimal
amount of features was around 25. After 25 features, identi-
fication accuracy did not improve significantly, and even de-
teriorated when more than about 150 features were included
in the typing profiles. We therefore argue that should key-
stroke analysis be used in identifying students in a machine
examination, the typing profiles should be built considering
the 25 most common digraphs to avoid considering features
that are too fragile to work in different test settings. To get
reliable identification accuracy, we furthermore suggest that
students should be identified using the acceptance threshold
method [14] and that the acceptance threshold should be 10,
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i.e. a student is not considered to have cheated if his or her
profile is in the top ten closest samples in the training set.
This suggestion is valid for student populations of roughly
50-150 students; for smaller courses the threshold needs to
be lowered.

For future work, we are interested in researching in more
detail how participant and feature quantities affect identi-
fication. Here, we only showed that identification is possible
in data sets with fewer than a hundred students. We hope
to examine how identification accuracy changes when there
are hundreds or thousands of students. We are also hopeful
that keystroke analysis is included in cheating prevention in
machine exams since the results presented here indicate that
it is possible to identify students in a machine examination
situation. We are also looking for approaches to anonymize
the data so that datasets such as ours could be published
without privacy concerns.
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ABSTRACT
Identifying people based on their typing has been studied success-
fully in multiple different contexts. Previous research has shown
that identification is possible based on writing predetermined texts
such as typing passwords, free text such as essays, as well based
on writing source code. In this work, we study typing pattern
based identification when the text format and writing environment
change. We replicate two earlier studies which suggested that typ-
ing profile identification works with programming data, and that it
can be applied to a programming exam circumstances with decent
results. Then, we examine how the identification accuracy changes
when the user profiles are built using data from programming, and
the identification is conducted on data from writing free text. Our
results show that the identification accuracy is indeed high within
the context of programming data, but drops when identifying essay
typists based on typing profiles built from their programming data.

CCS CONCEPTS
• Security and privacy → Biometrics; Pseudonymity, anonymity
and untraceability; • Social and professional topics→ Computer
science education;

KEYWORDS
keystroke dynamics, cross-context identification, replication, source
code snapshots, educational data mining

1 INTRODUCTION
It has been suggested as early as in the 1970s that computer users
could be identified by how they use the keyboard [14]. A number
of methods for identifying computer users based on their typing
patterns have been proposed [5, 12] since. These methods can iden-
tify users rather accurately [1–3, 16], but they center mostly on
freely typed texts such as writing essays. Additionally, there have
been studies on how keystroke based identification performs in the
context of programming [7, 8]. The results of those studies show a
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reasonable accuracy, although identification has been slightly less
accurate than in studies within the context of freely typed texts.

With the promising results in multiple different contexts, the
question of identifying people from one context to another emerges
as an open problem. The importance of identifying users between
multiple different contexts becomes apparent when the type of
text that the user writes varies greatly. For example, the bulk of a
programming course’s workload usually consists of programming
exercises, but usually at least the exam contains some sort of ex-
planation assignments or other texts written in a natural language.
Thus, in order to fully get the advantage of using typing patterns
as an authentication method on e.g. MOOCs, it would be beneficial
to be able to identify students from one context to another.

This article focuses on the question of whether it is possible to
identify users between different contexts. Users’ typing patterns
are likely to be different depending on whether they are writing
free text or programming. They might also differ in the contexts of
completing programming exercises at home, completing them in an
exam, and writing an essay in an exam in a controlled environment.

This article is organized as follows. First in Section 2 we provide
an overview of previous work done on keystroke based identifica-
tion using free text and programming data. Then in Section 3 we
discuss our data and research methodology. In Section 4 we provide
our results, which are then examined in Section 5 along with the
limitations of our study. Section 6 concludes the article and outlines
possible future work on the subject.

2 RELATEDWORK
Information recorded from typing has mainly been used for iden-
tification and authentication purposes [1, 5, 9, 11, 12]. This infor-
mation includes for example the duration of keystrokes, pressure
of keystrokes, and keystroke latencies. Identifying users via such
measures provides more security for systems that traditionally use
only usernames and passwords for authentication. They can also
monitor the authenticated user and detect if the user changes. It
could be said that if username and password combinations are the
bouncer at the door of an establishment serving alcoholic beverages,
then the continuous examining of keystrokes is the bartender who
refuses to serve to those who are too inebriated. Keystroke analysis
can also be used in online exams as a way of catching potential
plagiarists and cheaters [4].

Digraph latencies are one of the most common features derived
from keystroke data. A digraph is a pair of adjacent characters, for
example, the word “text” has three digraphs in it: “te”, “ex”, and
“xt”. It has been shown that users can be accurately identified using
average digraph latencies [1, 2, 11, 16]. Calculating holding times
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of keystrokes, average keystrokes per minute and number of errors
have also been considered for identification purposes [13].

Behavioral features such as typing patterns can vary depend-
ing on the context. For example, different types of text have been
shown to have different identification accuracies [11]. Especially
the difference between transcribed or predetermined text, such as
the username and password, and free text, such as essays, has been
studied. In a study by Monrose and Rubin, identifying users with
transcribed text reached an accuracy of 79% whereas using free
text the accuracy decreased significantly to 21% [11]. A possible
explanation of how the context of the experiment can affect the
result, Monrose and Rubin speculate that the decrease might be
caused by the writer having to spend time on coming up with what
to write during essays.

A study by Longi et al. [8] shows that the identity of program-
mers can be detected from keystroke data recorded during program-
ming sessions. They used data from two separate programming
courses and noted that linking the students from one course to
another could be done with an accuracy of 98.6%. This indicates
that keystroke identification could be a considerable way of authen-
tication in, for example, MOOCs.

Keystroke based identification has been successfully used for
students participating in online exams [7, 15]. Leinonen et al. [7]
were able to identify a large portion of the students who took a
programming exam. Their results showed that students can be
identified quite accurately in both controlled and uncontrolled
exam environments. In the controlled exam, the students were in a
computer lab at the university, whereas in the uncontrolled exam
they could choose where they wanted to take the exam.

Typing patterns can also differ when using different keyboards
and changing other factors in the writing environment, such as
exam setting. In their study, Villani et al. [16] used both freely typed
and transcribed text. They could identify 98% of the users who
used only one type of keyboard, but when they were identifying
users from one setup to another, i.e. when the users had different
keyboards in their training and test sets, the identification accuracy
fell to around 60%. When users stayed on the same computer but
switched between the different types of texts, the identification
accuracy decreased by 10%-20%. Thus their results suggest that
changing the writing environment affects the accuracy more than
changing the assignment.

3 METHODOLOGY
3.1 Context
The data for this study comes from a CS1 Java programming course
conducted as a massive open online course (MOOC) that was orga-
nized by University of Helsinki in the spring of 2017. The course
first covered the basics of programming and then delved into object-
oriented programming. The course was targeted at beginners, and
therefore many of the participants had not programmed at all before
the course. The course material consisted of written theory sec-
tions which each covered a certain topic and exercises which were
interspersed with the theory sections. The material was split into
fourteen separate weeks which all had different themes, exercises
and deadlines.

The course included a final exam that was held at university
premises with a basic computer lab setup. The exam was compul-
sory for those who wished to earn credits for the course. In the
three-hour exam, the first 30 minutes were reserved for three essay
questions, and for the last two and a half hours the participants
were able to complete programming assignment questions or revise
their essay answers. Majority of the participants were native in
Finnish, the language the course was held in.

Since the course suffers from a high drop-out rate that generally
affects most MOOCs, only the people who completed both the
course and the final exam at the university premises were included
in this study. The data sets used in this study had 113 students
after preprocessing, except for the last two weeks’ set that had 112
students.

3.2 Research questions
• RQ1. How does the identification accuracy vary between
contexts, i.e. when identifying people in..
– RQ1.1. ..the last two weeks?
– RQ1.2. ..the programming exam?
– RQ1.3. ..the essay questions?

• RQ2. Can you identify students writing an essay based on
programming exam data and vice versa?

To have a large set of data that we can use to build reliable typing
profiles from, we use the programming data of the first 12 weeks
of assignments. This data set is used as a training set for RQ1.

To answer Research Question 1.1, a study by Longi et al. [8] is
replicated. We call these replicated results our “control set” for the
rest of the article. The study determines how identification accuracy
varies between data sets in a relaxed, at-home environment.

For Research Question 1.2, we replicate a study by Leinonen
et al. [7] to determine the effects to identification accuracy when
identifying people in a supervised exam programming environment
based on data from a relaxed at-home programming environment.
We will refer to this set of results as the “exam set”.

With Research Question 1.3, we examine whether people writing
a free text essay assignment in a supervised exam environment can
be identified based on data from a relaxed at-home programming
environment. We will refer to the essay assignment data set as the
“essay set”.

For Research Question 2, the identification accuracy in an exam
environment between different textual contexts, i.e. free text and
programming, is investigated. Questions 1.3 and 2, both of which
concern identifying people between different textual contexts, are
previously unexplored and thus form a novel contribution to the
field of keystroke-based identification.

3.3 Data collection
The programming assignment related data was collected during
the course through a custom IDE plugin. By installing the plugin
to their programming environment, the students gave permission
both to gathering and using their data. The plugin was not required
to be able to partake in the course, but it was obligatory if the
student wished to earn credits for completing the course.

The raw data is collected at the keystroke level and includes
information such as a student identifier, an assignment identifier, a
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timestamp, the type of interaction, and any visible change to the
source code in the IDE. Though the interactions included informa-
tion such as when the student changes from the IDE to another
window or returns to IDE, only text inserts and text removals were
relevant for our study.

Data was also collected during the final exam. The data from the
programming exercises was collected with the same plugin that
was used during the course, while the essay data was gathered with
a JavaScript plugin. All the essays were written into a text area in
the webpage that contained a monitoring script which captured all
the changes to the text at the keystroke level.

3.4 Typing profiles
The raw data was converted into typing profiles that include the
users’ average digraph latencies for the 25 most common digraphs
of the test set. We were interested specifically in average digraph la-
tencies, i.e. how long it takes the user to go from one key to another
on average. Digraphs were chosen as the form of identification
due to the results of a study done by Longi et al. [8]. The study
concluded that digraph latencies were distinctly the most accurate
way of identification when compared to the average time the pro-
grammer needs to press any key while typing or to the average
time for each key individually.

The raw data is a full snapshot of the programming environment
at the moment of its timestamp. Thus, it contains unnecessary
information that was excluded for not being relevant to our study.
For the analysis, all the events that consisted of more than a single
keypress were removed. These events can be caused, for example, by
the programming environment’s autocomplete feature that matches
quotes and parentheses. Copy-pasting also shows up as an event
withmultiple keypresses.We also excluded two ormore text remove
events consecutively, since that usually means that the writer has
simply held the backspace button down, and has not actually made
separate keypresses.

Participants were mapped so that for each participant there was
a map of digraph IDs, their total counts – the number of times the
digraph was written – and sums – how long it has taken to write
the digraph in total. We excluded event time differences that were
either below 10 ms or above 750 ms from the collected results, in
order to not include pauses or single character auto inserts by the
IDE in the typing profiles. To get more accurate results, we only
took into account the 25 most common digraphs from each test set,
as previous research has shown that 25 digraphs are enough for
identification and reduce the chance of overfitting to the data [6, 7].

These most common digraphs were then compared to those in
the training data set. The same digraphs were searched from the set,
the total counts and sumswere calculated for each participating user
and the results were normalized to a range from 0 to 1. However,
the essay set’s 25 most common digraphs differ a lot from the exam
set’s most common digraphs due to very different text contexts.
We recognized that this could have possibly distorted the results.
To compensate for that we also decided to study identification
accuracies using the 25 most used digraphs from the intersection
of the exam and essay sets. For the calculation, we first determined
which data set contained less usages for each mutual digraph, and
used that usage count as that digraph’s count when selecting the

25 most used mutual digraphs. This was done so that the 25 most
common mutual digraphs would not include digraphs that were
used several times in one data set and only a few times in the other.
We will refer to these digraphs as the “mutual digraphs”, which are
discussed further in Section 4.

3.5 Data analysis
To identify the students across the different datasets, the Euclidean
distance between the students’ typing profiles was calculated simi-
lar to previous studies by Longi et al. [8] and Leinonen et al. [7].

A typing profile vector has 25 values – the average time it takes
for the typist to type each of the 25 digraphs. For each typing profile
in the test set, we iterated over all the profiles in the training set
and calculated the distances between the two profiles, leaving us
with an ordered list of the closest profiles in the training set for
each test set profile.

Then, to get data about how correctly the student was identified,
we calculated how close their training set profile was to their test
set profile. We iterated over every test set user’s list of closest
training set profiles and looked at the index of the user’s profile in
the training set. The index denotes the relative distance between
the user’s two profiles. For example, a user’s distance could be 3,
which would mean that their training profile was the 3rd closest to
their test profile.

To measure the identification accuracy we defined three different
acceptance thresholds similar to Longi et al. [8] for how close the
user’s training profile is to their test profile: 1, 5 and 10. The thresh-
olds indicate that the training profile is in the closest k estimates.
For example, the threshold of one indicates exact matches, i.e. the
subject’s training set profile was the closest match of all the people
in the training set. Similarly, the threshold of five indicates that the
user is in the five closest training set profiles.

4 RESULTS
The most common digraphs from programming context include for
example i -> n and n -> t, from writing int, and { -> SPACE. These are
much more typical for a programming language than for a natural
language.

The essays were written in Finnish, a language with vast linguis-
tic differences to English, so the digraphs are bound to be different.
The essay set was the smallest, with total digraph usage counts
ranging from about 13 000 to 3000 in the 25 most common digraphs,
while the total usage counts in the exam set range from 15 000 to
just over 3000, and in control set from 25 000 to 10 000. The pecu-
liarity of a natural language compared to a programming language
can also be seen in the number of digraphs containing keypresses
to or from the spacebar. Out of 25, six digraphs contain this event
in the essay set, while in the exam set, SPACE only appears once.

Themutual digraphs show features from both the essay and exam
sets. For example, , -> SPACE is a digraph that is very prominent in
natural languages, but not so much in programming. On the other
hand, the digraph i -> n that is common in source code is included
in the mutual most common digraphs too. The mutual digraphs
are somewhat biased to the exam set, as some digraphs that are
common in the essay set are rarely found in the exam set, which
results in them being excluded.
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Table 1: Identification accuracies for the data sets with varying thresholds. Students in the test set were identified based on
typing profiles built from the training set. There were 113 students in all the data sets except the 2 weeks set that had 112.

Index Train set Test set Features Threshold 1 Threshold 5 Threshold 10

1 12 weeks 2 weeks 2 weeks top 25 digraphs 96% 100% 100%
2 12 weeks Exam Exam top 25 digraphs 73% 92% 95%
3 12 weeks Essay Essay top 25 digraphs 50% 83% 89%
4 Exam Essay Essay top 25 digraphs 25% 54% 68%
5 Essay Exam Exam top 25 digraphs 19% 47% 62%
6 Exam Essay Mutual top 25 digraphs 27% 56% 68%
7 Essay Exam Mutual top 25 digraphs 27% 63% 76%

To answer Research Question 1.1 we calculated the identifica-
tion accuracy when identifying between the training set and the
control set, for which the results are shown in Table 1, row 1. The
identification of students between the training and the control set
is very accurate, with about 96% of users being exact matches. The
identification is in around 98% accuracy when examining the two
closest users, leaving only two students out of 112 unidentified. The
number jumps up to a perfect 100% from the four closest users and
beyond. The identification accuracy is generally in line with the
previous findings on the subject [7, 8].

For Research Question 1.2 the programming exam set was used
instead of the control one, for which the results are shown in Table
1, row 2. Identifying students between the training and the exam
set, a drop in the accuracy compared to the control set is observed,
which was predictable and corresponds to the findings of Leinonen
et al. [7]. About 73% of the users were exact matches, around 92%
belonged in the five closest profiles and nearly 95% were found in
the top 10.

Calculations were done similarly for Research Question 1.3, now
using the essay set as the test data. The results are reported in Table
1, row 3. While the accuracy noticeably drops when moving from
assignments to the exam, the fall is even greater with the essay data.
The percentage of exact matches fell to about 50%, top 5 matches
dropped to 83% and top 10 matches to about 89% accuracy.

For Research Question 2, we used the same methods to calculate
accuracy as in the previous sections. First, the essay set was used as a
test set and the exam set as a training set, then vice versa. The results
of the first experiment are in Table 1, row 4. The identification
accuracy drops drastically compared to any other combination of
sets, with only about 25% being exact matches. Almost 54% of the
students were identified with a threshold of 5, and about 68% with
a threshold of 10.

The results of the second experiment, with the exam set as a
test set and the essay set as a training set, are in Table 1, row 5.
The accuracy is still better than random guessing, though it has
fallen to a fraction of the control set accuracy. Around 19% are exact
matches, nearly 47% belong to the five closest profiles and almost
62% to ten closest profiles.

When using the essay data as a test set and the exam data as a
training set for mutual digraphs (Table 1, row 6), approximately
27% of the people were identified with threshold 1, about 56% with
threshold 5 and about 68% with threshold 10. The accuracy in-
creased also when using the exam data as a test set and the essay

data as a training set (Table 1, row 7), compared to when using
the most common digraphs of the exam data instead of mutual
digraphs. Now the accuracy was around 27% with a threshold of
1, nearly 63% with a threshold of 5 and approximately 76% with a
threshold of 10.

5 DISCUSSION
As has been concluded in previous studies [7, 8], identifying stu-
dents within the programming data collected on a course is very
accurate. Since all the exercises are programming tasks and likely
completed within a single context, the resulting typing pattern data
is consistent throughout the whole course. Therefore identification
is feasible, unless there is a drastic change in the user’s setup or
ability to type. Our results aligned with this hypothesis, with our
identification accuracy being even higher than that of previous
studies, possibly due to an increased amount of data.

However, identification gets more difficult when the setup and
conditions change, as seen in the results of Leinonen et al. [7].
This can be due to various reasons, for example the stress of the
exam situation, a different keyboard or other equipment, and the
absence of the course material [3]. In reality, probably all of the
mentioned factors affect the accuracy, along with many things we
have not considered in this study. To actually study just the effect of
a single element changing, e.g. switching a user’s keyboard, further
study needs to be done. Our results were still considerably good,
especially when we raise the identification threshold from exact
matches to five or ten closest matches.

As expected, typing pattern based identification is less accurate
when the data for the training and the test set come from different
contexts, or more specifically, when identifying someone writing a
free text essay based on their typing profile built from programming
assignment data. Our results indicate that especially the accuracy
of exactly identifying someone decreases. As the essay was written
in an exam, the same reasons that we hypothesize reduce identifi-
cation accuracy in an exam scenario apply. Additionally, the essays
are written in Finnish, while Java’s keywords are in English, or
abbreviations resembling English. Thus, the results would possibly
be better if the essays were written in English, as the digraphs are
most likely very different between languages. The most common
digraphs for Java include e.g. the digraph { -> SPACE. Thus, at least
some of the reduction in accuracy would remain even if the essays
were written in English. The Finnish language contains some char-
acters that are not found in English. The course material instructs
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not to use these letters in variable or method names, so even if
students use variable or method names in their native language,
the special letters are rarely present in any of the programming
data. These letters occur consistently in the essay data, some even
in the 25 most common digraphs. This is also one of the reasons we
decided to calculate the mutual digraphs for the essay and exam
sets, as their most common digraphs separately are quite different.
The special letters get excluded from the mutual digraphs as their
occurrence in the exam data is very rare.

When comparing essay data to exam data and vice versa, the
environment is exactly the same, but the text content is very dif-
ferent. It is likely that the digraphs that are common in free text
are barely found in programming data, and thus, identification is
harder. Also, the data sets are relatively small, at least compared to
the full twelve weeks of the course, so the count of total occurrences
of any digraph is much smaller. Even so, the results are noticeably
better than completely random matching.

Previous research has excluded users with low event counts [8].
Our data sets were already quite small and the event counts were
reasonable on their lowest so we decided against this, but with
larger datasets it would undoubtedly increase accuracy. The number
of digraphs studied could be adjusted according to the data being
analyzed, since the limit of 25 most common digraphs is an arbitrary
number that has had success in previous studies done on the same
kind and amount of data we have in our study. In this studywe chose
the digraphs with the highest total counts, which could result in
large disparities between the usages of particular digraphs between
users. For example, in a hypothetical scenariowhere a single student
types an obscure digraph for a number of times, it could be included
in the most common digraphs. Previous work on the topic has
avoided this issue by using themedian number of times students use
a particular digraph instead of using the total count [7]. However,
our results are in line with those studies, and thus this does not
seem to be an issue with the data sets used in this study.

Achieving high identification accuracies also poses risks as it
means that the data used to build typing profiles contains personal,
identifiable information. For example, if the data sets used in this
study were released openly, someone who had similar data could
possibly identify people in our data based on their data. This could
be used e.g. for targeted advertising – for example, the context of
our data reveals that the users have attended a MOOC, which could
be used in personalizing advertisements. Recently, approaches to
prevent identification have been proposed [6, 10] to alleviate this
issue, but more research on the topic is needed.

6 CONCLUSIONS
In this study, we successfully replicated two studies concerning
identifying programmers from their typing patterns and identified
students across different textual contexts, from free text to pro-
gramming and vice versa. We conclude that even if cross-context
identification is less accurate than within one context, it still is pos-
sible. This indicates that typing pattern based identification could

be a reliable authentication method even on courses where the
content of the assignments differs: for example, in programming
courses with both coding assignments as well as essays.

For future work, we are interested in studying the limits of typ-
ing pattern based authentication with a larger data set. For example,
relying on a fixed threshold will not work if the number of stu-
dents is increased to thousands. Additionally, we are interested in
examining how different machine learning methods could be used
for typing pattern based identification in addition to the methods
used in this study. Future work should also alter the different envi-
ronment and assignment elements more exclusively to get a better
understanding of just how much a change of environment or going
from one text content to another affects the identification accuracy.
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ABSTRACT
Large-scale courses such as Massive Online Open Courses
(MOOCs) can be a great data source for researchers. Ideally,
the data gathered on such courses should be openly available
to all researchers. Studies could be easily replicated and novel
studies on existing data could be conducted. However, very
fine-grained data such as source code snapshots can contain
hidden identifiers. For example, distinct typing patterns that
identify individuals can be extracted from such data. Hence,
simply removing explicit identifiers such as names and student
numbers is not sufficient to protect the privacy of the users
who have supplied the data. At the same time, removing all
keystroke information would decrease the value of the shared
data significantly.

In this work, we study how keystroke data from a program-
ming context could be modified to prevent keystroke latency
based identification whilst still retaining information that can
be used to e.g. infer programming experience. We investigate
the degree of anonymization required to render identification
of students based on their typing patterns unreliable. Then, we
study whether the modified keystroke data can still be used
to infer the programming experience of the students as a case
study of whether the anonymized typing patterns have retained
at least some informative value.

We show that it is possible to modify data so that keystroke
latency based identification is no longer accurate, but the pro-
gramming experience of the students can still be inferred, i.e.
the data still has value to researchers. In a broader context,
our results indicate that information and anonymity are not
necessarily mutually exclusive.
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INTRODUCTION
Nowadays, a lot of data is shared openly for replication studies
and novel analysis on existing data [3, 6, 18]. Still, privacy is-
sues often prevent companies, governments, and (educational)
institutions from sharing the data that they have collected [10].
Sharing non-anonymized data that could be used to identify
individuals would violate the privacy of the users or parties
from which the data has been collected. Anonymizing data by
simply removing parts of the data – attributes – may not be suf-
ficient as latent factors that can be used to identify individuals
may exist.

Attributes that are not identifiers by themselves, but can be
used for identification together with other attributes are called
quasi-identifiers [10]. For example, Daries et al. [5] studied
anonymization of MOOC data from a social science perspec-
tive, and defined the country, gender, age and level of educa-
tion of a participant as quasi-identifiers. Similarly, keystroke
timings found in programming snapshots are quasi-identifiers:
a single keystroke timing does not reveal the identity of the
typist, but together the timings can be used to construct a typ-
ing profile that can be used for identification [7, 11, 15, 21, 24].
Longi et al. [21] have showed that individual programmers can
be identified from source code snapshots based on the times
that the programmers take to move from one key to another,
i.e. the typing pattern.

From a computer science education viewpoint, having fine-
grained keystroke data provides a detailed picture of the stu-
dents’ learning process [30]. Research carried by Vihavainen
et al. [31] found that keystroke level data can be used to con-
duct studies that are not possible with more coarse-grained
data. Such data can also be used for inferring the programming
experience of students [20].
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However, it is rare to include keystroke data in open data sets.
While source code snapshot data is publicly available by, for
example, the Blackbox-project [3], the data does not include
keystroke level data. Thus, keystroke timing based studies
(e.g. [2, 7, 20, 29]) are presently hard to replicate because
such data is rarely collected and available. This has been
acknowledged as a problem and there seems to be pressure
(and a trend) for publishing more fine-grained learning data
than what is available today [14]. Al-Zubidy et al. note that
replication studies are essential for theory building and are
therefore concerned about the lack of replication studies in the
computer science education field [1].

Daries et al. [5] showed that in a social science context, the
value of data can degrade significantly in the anonymization
process – results on anonymized data differ from results on
non-anonymized data. In this work, we study whether there
is a similar effect in anonymizing source code snapshot data.
More specifically, we investigate whether keystroke timing
data in source code snapshots can be modified in a way that
prevents typing pattern based identification, whilst other valu-
able information can still be inferred from the anonymized
keystroke timing data. While identification could also be pos-
sible from other identifiers found in keystroke data such as
text content (variable names, class names, etc.), we focus on
preventing identification based on keystroke timings. Being
able to modify keystroke timings so that they cannot be used
for identification would remove a quasi-identifier from the
data, which would maintain the possibility that anonymized
keystroke timings could be included in open data sets and used
for research.

It has been previously shown that programming experience
can be inferred from keystroke timings to a degree [20]. Thus,
we conduct a case study where programming experience is
the valuable information we wish to be able to infer from
anonymized keystroke timing data. Inferring programming ex-
perience from keystroke timings can be useful on data sets that
do not include programming background information or with
students who have not answered a background survey [20].
We conduct experiments using two anonymization procedures
and compare identification accuracies with different degrees
of anonymization. Furthermore, we seek to find a balance
where programmers could not be identified based on keystroke
timings but programming experience could still be inferred.
Being able to infer programming experience but not the in-
dividuals would suggest that there is value for researchers in
the data, while the privacy of the individuals would be pre-
served. This is a step towards releasing fine-grained source
code snapshot data openly to others.

This article is organized as follows. First, we provide a sum-
mary of previous work related to identification using keystroke
dynamics, inferring valuable information from keystroke tim-
ings, and data anonymization. Next, we outline our research
methodology and data. Then, our experiments and their re-
sults are presented. Finally, a discussion of the results and
conclusions are presented.

RELATED WORK
Here, we visit three streams of related work. First, we discuss
articles where keystroke data has been used to infer the identity
of a user, then we discuss articles related to inferring other
information in addition to identity from keystroke timings,
and finally, we visit data anonymization from a data sharing
perspective.

Keystrokes and identity
Information recorded from typing, such as the duration of
keystrokes, pressure of keystrokes, and keystroke latencies,
has been used for identification purposes [7, 11, 15, 21, 22, 24].
From these especially the keystroke latencies between pairs of
keys – digraphs – have been used extensively [7,11,21,24]. For
example, a study by Longi et al. [21] shows that the identity
of programmers can be detected from keystroke data recorded
during programming sessions. Using data from two separate
courses, they observed that linking the students from one
course to another – when using full course data from both
courses – could be done with 98.6% accuracy. They note
that keystroke identification is an especially convenient way
of authentication in Massive Online Open Courses (MOOCs)
as it is irrespective of location and thus perfect for distance
learning. The MOOC platform Coursera is already using
keystroke identification as they collect typing samples from
students seeking to acquire a verified certificate for completing
a course [4].

Identification results often vary significantly based on the data
used. For example, in a study by Monrose and Rubin with 46
participants, the identification accuracy decreased significantly
from 79% with transcribed text to 21% with free text [24]. It
was suggested that this could be explained by the writer having
to think about what they were going to write instead of just
writing whatever was given to them. However, Killourhy and
Maxion found no significant difference in classification results
when using transcribed or free text [17].

Keystroke analysis has been applied successfully for identify-
ing students in online exams [19, 22, 27]. Using data from 30
students taking examinations in a business school, Monaco et
al. were able to correctly identify all the students [22]. Like-
wise, Leinonen et al. [19] were able to identify a large portion
of the students in programming exams where students code
on a computer. They showed that students can be identified
quite reliably in both controlled and uncontrolled exam en-
vironments. In the controlled exam, the students were in a
computer lab at the university and in the uncontrolled exam
they could be in whatever setting they found most comfortable,
e.g. at home.

Inferring information based on keystroke timing
In addition to identification and authentication, keystroke tim-
ings can be used for inferring other information. Thomas et al.
have studied the relationship between keystroke latencies and
programming performance [29]. They categorized digraphs,
i.e. character pairs, into seven categories based on their type
and calculated the mean latency by category. They found sta-
tistically significant correlations between the mean latencies
of some categories and exam results. An explanation they

L@S 2017· Integrity of Courses and Learners April 20–21, 2017, Cambridge, MA, USA

102



provide is that skilled programmers type some digraphs faster
than novice programmers.

More recently, Leinonen et al. [20] partially replicated the
study by Thomas et al. [29] by analyzing the relationship be-
tween digraph latencies and programming performance. Fur-
thermore, they described an experiment where they sought
to identify students’ past programming experience from
keystroke latencies. Leinonen et al. note that inferring pro-
gramming experience from keystroke latency data can be more
reliable than a background questionnaire as some students may
choose not to answer such questionnaires. After performing
feature selection on digraph latencies and experimenting with
a set of classifiers, they observed up to 77% classification
accuracy and a Matthew’s Correlation Coefficient of 0.54 in
predicting whether a student had programmed previously or
not. As an example, they showed that on average, experi-
enced programmers move faster from the key i to the key +,
i.e. experienced programmers type the digraph i+, faster than
novice programmers and thus at least partially confirmed the
suggestion by Thomas et al. Intuitively, this makes sense as
the digraph i+ is something programmers type often when in-
crementing an index variable, while it rarely occurs in regular
text.

Additionally, keystroke analysis has been used to detect bore-
dom and engagement [2], stress [33], and emotional states [9].

Data anonymization
Anonymity in data is often achieved by removing attributes
from the data [10, 25, 28], reducing the accuracy of the data,
e.g. by grouping and smoothing [13, 16] and by adding noise
or fake information [8, 16]. Sun and Upadhyaya have devel-
oped a rule-based data sanitization method to remove sensitive
information such as social security numbers from keystroke
data [28].

Fung et al. outline four different types of attributes in data
which reserve privacy: explicit identifiers, quasi-identifiers,
sensitive attributes, and non-sensitive attributes [10]. Quasi-
identifiers are attributes that are not identifiers by themselves,
but can be used for identification together with other quasi-
identifiers. As an example of anonymizing data by removing
explicit identifiers and quasi-identifiers, network measurement
data could be anonymized by removing attributes such as
packet payloads and ip-addresses [25]. Daries et al. [5] ana-
lyzed the anonymization of data collected on MOOCs. They
found two explicit identifiers – username and ip-address – and
six quasi-identifiers – country, age, gender, and level of edu-
cation of a participant as well as course id and the amount of
forum posts – in their data and removed them. Similarly, ex-
plicit identifiers such as student numbers and quasi-identifiers
such as keystroke timestamp information could be removed
from source code snapshot data. However, removing quasi-
identifiers also reduces the value of the data as information
that is possibly relevant for research can be lost in the process
as Daries et al. noticed [5]. Thus, modifying such data in a
way that preserves privacy but yields possibility for research
would be optimal.

In addition to removing attributes, other approaches for pre-
serving anonymity have been suggested. For example, He et
al. [13] suggested anonymization of set-valued data by dis-
tributing the data into buckets. Their work was motivated by
the fact that the previously suggested approaches work well
only if a subject is associated with a single sensitive value
at a time, which does not suit set-valued data well. Simi-
larly, Samarati et al. suggested replacing values in the data by
semantically consistent less precise alternatives [26], i.e. gen-
eralization or rounding. A challenge here is to find an optimal
degree of anonymization where data is minimally distorted
while identification of subjects is still made improbable.

Recently, Monaco and Tappert developed two obfuscation
strategies in the context of a third party continuously recording
keystroke data [23]. They were able to decrease identification
accuracy on average by 20% by adding a 25 ms random delay
to the keystroke events and found that a delay of 500 ms was
needed to reduce identification accuracy by half. In the context
of a constant flow of keystrokes, there is a constraint that the
anonymization should not affect the user experience, e.g. an
added delay can not be noticeably long. However, in our
context of open data sets there is no such constraint, which
allows calculating optimal degrees of anonymization post hoc.

METHODOLOGY
In this section, we outline our research questions, the context
of the data we use, and our research methodology.

Research questions
In this work, we seek to determine how different degrees of
anonymization of programming course data affects attributes
that can be inferred from typing profiles. Our research ques-
tions are:

RQ 1. How does anonymization by rounding keystroke aver-
age latencies affect identification accuracy?

RQ 2. How does anonymization by bucketing affect identifi-
cation accuracy?

RQ 3. How does anonymization affect inferring program-
ming experience from typing profiles?

With the first research question, we seek to determine how
rounding average latencies can be used to anonymize key-
stroke data. With the second research question, we explore
whether splitting the data into even-sized buckets works for
anonymization. Finally, with the third research question, we
examine the extent of anonymization one can perform whilst
still retaining information about programming experience. We
are interested in finding an optimal amount of anonymization
where identification is no longer practical, but programming
experience can still be inferred.

Context
The data used in the experiments come from two similar in-
troductory Java programming courses held in the autumns of
2014 and 2015 at University of Helsinki. One of the authors
of this work was responsible for organizing the courses. Both
courses lasted for 7 weeks. The courses taught the students
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programming basics such as variables, loops, input, and out-
put. Both data sets were used in the identification experiments,
but only the autumn 2014 course had information available
on students’ programming background, and therefore was the
only one included in the programming experience experiments.
41.2% of the students had at least some programming experi-
ence and 58.8% had none.

The students used an integrated development environment
(IDE) for working on the course assignments. The IDE used
the Test My Code -plugin [32] which records a snapshot for
each action where the student modifies the source code. The
snapshots have a nanosecond level timestamp in addition to
keystroke information. Students could turn the data gathering
mechanism in the environment off if they chose to – data for
this study was provided on a voluntary basis and no incentives
were given to students who provided the data.

Preprocessing
For preprocessing the keystroke data, we followed the proce-
dure outlined in the study by Longi et al. [21]. Only digraphs
with latencies between 10 ms and 750 ms were included as
first done by Dowland and Furnell [7]. The lower bound is
necessary to eliminate auto-completion events from the IDE.
The upper bound is needed to only capture the subconscious
typing rhythm of the student and to remove any breaks they
might take while working on an exercise.

Since the typing profiles are built with average latencies, we
required that a student should have at least 5 occurrences of
any digraph used to build their typing profile. If the student
had only typed a digraph under 5 times, the average latency
for that digraph was excluded from the student’s typing profile.
Snapshots where multiple characters were added at the same
time were discarded as they were almost exclusively copy-
paste events.

After preprocessing, there were 199 students left in the autumn
2014 data set and 153 in the autumn 2015 data set.

Identification
For the identification experiments, we use the acceptance
threshold method introduced by Longi et al. [21] where a
match in the top k closest training set samples is considered
correct for a specific test sample. The idea behind this is that
exact identification is not always mandatory. For example, for
authentication in online exams, it is sufficient to be quite sure
that the students are who they claim to be.

To build the typing profiles, the average latency between two
specific characters was calculated for all character pairs, i.e.
digraphs, for each student in the data. If a student had not typed
a digraph, the missing value was replaced with the student’s
average typing speed.

For both data sets used in the identification experiments, we
chose to build the typing profiles in the training set from the
first six weeks of exercises and used the data from exercises
of the last week as the test set. To determine if a test sample
was correctly identified, we calculated the euclidean distance
to each training set sample. We then sorted the training set
samples based on the distance from the test sample. We used

an acceptance threshold of k = 10, and thus regarded the stu-
dent to be correctly identified if their typing profile was in the
top 10 closest training set matches.

Programming experience inference
Earlier research indicates that the Bayesian Network and Ran-
dom Forest classifiers have good performance at classifying
students in the context of inferring programming experience
from typing profiles [20]. Therefore, we classify the students
into two groups: those with some programming experience
and those with none using the Bayesian Network, Random
Forest, and ZeroR classifiers. The ZeroR classifier is a ma-
jority class classifier which will classify every sample to the
majority class, and is therefore good as a baseline against
which the performance of the other two classifiers can be mea-
sured. The classification accuracy is evaluated using 10-fold
cross-validation.

Anonymization by rounding
We use an anonymization technique similar to generaliza-
tion [26] where the values in the data are rounded to reduce
identification accuracy (RQ1). To investigate how rounding
the average latencies in typing profiles affects programmer
identification and classification based on programming experi-
ence, we modified the latencies using Equation 1. It rounds
the latency z to the nearest x, where x is the number of mil-
liseconds given to the anonymization function as a parameter.
The resulting value y is then used instead of the original value
z in the construction of the typing profile. The aim is to reduce
the accuracy of the data, hopefully reducing identification
accuracy in the process, which would anonymize the data.
We studied how identification accuracy deteriorates when the
value of x is increased.

y = x∗ round(z/x) (1)

Equation 1 essentially distributes the average latencies into
buckets. For example, if x is 100 milliseconds, all latencies
will be rounded to the nearest multiple of 100. This leads
to all latencies between 0 and 50 ms being rounded to 0 and
distributed to the first bucket, all latencies between 50 and 150
ms being rounded to 100 and distributed to the second bucket,
and so on.

After rounding the average latencies, the data was normalized
to reduce the effect of digraphs with large average latencies
on the distance calculations.

Anonymization by distributing the data into even-sized
buckets
The buckets that result from the rounding method are not
equal in size: the size of the first bucket is half the size of the
subsequent buckets. Motivated by this we analyzed whether
distributing data into even-sized buckets could be used for
anonymizing keystroke data (RQ2). We modified the average
latencies in the data by first increasing each latency z by half of
the size b of the buckets using Equation 2, and then rounding
each latency z1 to the nearest x, where x is the current bucket
size b using Equation 3. The resulting value y is then used

L@S 2017· Integrity of Courses and Learners April 20–21, 2017, Cambridge, MA, USA

104



instead of the original value z in the construction of the typing
profile.

z1 = z+(b/2) (2)

y = b∗ round(z1/b) (3)

The only difference between this method and the rounding
method is that this method distributes the data into even-sized
buckets. For example, if we have buckets of 100 milliseconds,
we want all latencies between 0 and 100 milliseconds to be in
the same bucket. Now, any latency between 0 and 100 ms will
first be incremented by 50 ms (half the bucket size), leading
to a distribution between 50 and 150 ms. Then, the latencies
will be rounded to the nearest multiple of 100 milliseconds
(the bucket size), which in the case of values between 50 and
150 milliseconds is 100 milliseconds. The procedure is then
repeated for all values between 100 and 200 milliseconds, etc.

Again, after rounding the average latencies, the data was nor-
malized to reduce the effect of digraphs with large average
latencies on the distance calculations.

Feature selection
For exploring how identification accuracy suffers when the
data is anonymized (RQ1 & RQ2), the 25 most common di-
graphs were used to construct the typing profiles as first done
by Leinonen et al. [19]

In the feature selection for the programming experience data
set (RQ3), we followed the procedure outlined by Leinonen
et al. [20] for inferring programming experience from typing
profiles. Features with no data (e.g. digraphs that no student
had typed) were removed. Then, the WEKA Data Mining
toolkit [12] was used for feature selection. Out of more than
10000 initial features, less than 50 features were left in each
data set after the feature selection.

EXPERIMENTS AND RESULTS
In this section, we describe the experiments we conducted to
answer each of the research questions and the results of the
experiments.

Identification experiments
To answer the first two research questions "How does
anonymization by rounding keystroke average latencies af-
fect identification accuracy?" and "How does anonymization
by bucketing affect identification accuracy?", we calculated
identification accuracies with different degrees of anonymiza-
tion.

The results of the experiments are presented in Table 1. The
millisecond values in the first column represent the rounding
for RQ1 and the bucket size for RQ2. The 0 ms row shows
the identification accuracy without modifications (rounding or
bucketing), i.e. without anonymization.

When using rounding for anonymization, identification accura-
cies in both data sets deteriorate in the first two 100 ms steps,

Table 1. Identification accuracy percentages with different rounding pre-
cisions and bucket sizes between 0 ms (no anonymization) and 600 ms.

Method Rounding Buckets

Data 2014 2015 2014 2015

0 ms 98.0 97.8 98.0 97.8
100 ms 81.7 81.3 26.1 31.7
200 ms 6.5 56.8 12.4 15.8
300 ms 72.5 67.6 6.5 7.2
400 ms 77.1 67.6 6.5 7.2
500 ms 6.5 7.2 6.5 7.2
600 ms 6.5 7.2 6.5 7.2

Table 2. Programming experience classification accuracy percentages
with different rounding precisions and bucket sizes.

Method Rounding

Classifier Bayes Net Random Forest ZeroR

0 ms 75.4 73.9 58.8
100 ms 73.9 75.4 58.8
200 ms 73.9 72.4 58.8
300 ms 73.9 70.9 58.8
400 ms 68.3 73.4 58.8
500 ms 73.9 73.9 58.8
600 ms 70.4 71.4 58.8

Method Buckets

Classifier Bayes Net Random Forest ZeroR

0 ms 75.4 73.9 58.8
100 ms 73.4 73.4 58.8
200 ms 71.4 75.4 58.8
300 ms 70.4 71.4 58.8
400 ms 61.3 69.8 58.8
500 ms 64.3 67.3 58.8
600 ms 58.8 60.3 58.8

but then improve or stay equal in the next two steps. After that
they start declining again. The unexpected value of 6.5% in
the rounding experiment of the 2014 data set when rounding
to 200 ms is studied in further detail later.

Using buckets for anonymization, identification accuracies in
both data sets deteriorate with every 100 ms step and reach
their lowest values already after three steps. These results
are different from the results of the rounding anonymization
method, where the lowest values were only attained after 5
steps and at the third step mark the identification accuracies
were still quite high at around 70% accuracy compared to
around 7% accuracy with the bucket approach.

Inferring programming experience from anonymized data
To answer the third research question, "How does anonymiza-
tion affect inferring programming experience from typing pro-
files?", we measured classification accuracies with different
amounts of anonymization using both the rounding method
and the bucket method and multiple classifiers.

Table 2 shows the classification accuracy results with different
amounts of anonymization. With the rounding method, classi-
fication accuracies deteriorate slightly with each step, although
there are exceptions. We do not observe a similar effect as
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Figure 1. Identification (solid line) and programming experience
(dashed lines) classification accuracy compared against increasing
bucket size. The data was split into even-sized buckets. Programming
experience classification accuracies are shown for three different classi-
fiers: Bayesian Network, Random Forest, and the majority class classi-
fier ZeroR. The x-axis represents bucket size and the y-axis expresses
identification and classification accuracy.

with identification, where the accuracy temporarily improved
when transitioning from rounding to nearest 200 milliseconds
to rounding to nearest 300 milliseconds. Overall, classification
accuracy declines more slowly than identification accuracy
with the rounding method. Similar to the rounding method,
classification accuracies with the bucket method degrade with
each step. A clear difference is that with the bucket method
the classification accuracies decline faster, nearing the perfor-
mance of the baseline ZeroR classifier when the bucket size
is 600 ms. In contrast, with the rounding method, Bayesian
Network and Random Forest outperform ZeroR by over 10
percentage points at the 600 millisecond mark. Nevertheless,
classification accuracy does not decline as fast as identification
accuracy with the bucket method – for example, with 300 mil-
lisecond buckets, reliable identification is no longer possible,
but classification accuracy is still significantly better than with
the majority class classifier. The decline in identification and
classification accuracy is shown in Figure 1.

DISCUSSION AND CONCLUSIONS
In this work, we studied how typing profile data could be ano-
nymized whilst retaining information important to researchers
in the data. The motivation for the study is to be able to
release open data sets where data that could be used to iden-
tify subjects is removed. We explored two different ways
of anonymizing data consisting of student typing profiles on
programming courses.

The results of our experiments indicate that it is possible to
anonymize keystroke data in a way that preserves information
relevant to researchers in our context. We showed that typing
profiles based on keystroke data can still be used to classify
programmers based on their programming experience, even
when the data has been sufficiently anonymized so that pro-
grammers cannot be identified with reliable accuracy based
on keystroke latencies.

For the rounding method, rounding keystroke average laten-
cies to the nearest 500 milliseconds would be optimal in our
context. When rounding to the nearest 500 milliseconds, reli-
able identification is hard. Approximately 7% of the students
are correctly identified with a threshold of k = 10. This ac-
curacy is very low when compared to the non-anonymized
accuracy of around 98.5%. Purely random guessing would
yield an identification accuracy of around 5% with our data
set, which means that even with the 7% accuracy it is possible
that there may still be some information on identity in the
data, which might not be acceptable in all scenarios. With the
same 500 millisecond rounding, programming experience can
be inferred accurately for 73.9% students. With the Random
Forest classifier, programming experience classification accu-
racy has remained the same as without anonymization, and
with the Bayesian Network classifier, it declined only by 1.5
percentage points.

For the bucket method, the optimal amount of anonymization
is quite different from the rounding method in our context.
With even-sized 300 millisecond buckets, identification accu-
racy has decreased to the lowest value it will reach. At that
point, programming experience classification is possible with
around 71% accuracy compared to the 58.8% accuracy with
the majority classifier. The result indicates that the bucket
method is more efficient at anonymizing the data, although
more domain-relevant information is lost in the process.

The results of the rounding method are interesting due to the
fact that only keystroke latencies between 10 and 750 millisec-
onds were included in the typing profiles. When rounding
to the nearest 500 milliseconds, there are only two possible
values for the features – 0 milliseconds or 500 milliseconds
– since all values between 0 and 250 milliseconds will be
rounded to 0 milliseconds while values between 250 millisec-
onds and 750 milliseconds (the upper bound) will be rounded
to 500 milliseconds. The result means that for inferring pro-
gramming experience from typing profiles, it is sufficient to
categorize all average latencies that the typing profiles include
into two buckets based on whether the student is fast or slow
at writing the digraph.

Another interesting find is that when the rounding method is
used, identification seems quite reliable with an accuracy of
around 74% even when rounding to the nearest 300 or 400
milliseconds. To further examine this, we plotted the changes
in identification accuracies in 10 millisecond intervals. The
resulting plot is in Figure 2. The local maxima for the two
courses are at 340 ms with 86.3% accuracy and 360 ms with
90.2% accuracy. When rounding to both 340 and 360 millisec-
onds, there are only three buckets in our data due to filtering
out events that are not between 10 and 750 ms. For exam-
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Figure 2. Identification accuracy compared against rounding precision.
All values in the data were rounded to a nearest millisecond value. The
larger the millisecond value in the x-axis, the lesser the rounding preci-
sion. The y-axis expresses identification accuracy.

ple, with 340 milliseconds, values between 0 and 170 ms are
rounded to 0 ms, values between 170 and 510 ms are rounded
to 340 ms, and values between 510 ms and 850 ms are rounded
to 680 ms. This result suggests that fine-grained timestamp
data is not actually necessary to identify programmers from
their typing patterns. Only categorizing average keystroke
latencies into three buckets – slow, mediocre, fast – might be
enough for reliable identification.

The effect seen in Figure 2 implies that categorizing data into
3 buckets works better for identification than categorizing data
into more buckets, unless the rounding starts to be insignificant
(under 100 milliseconds). A potential explanation is that addi-
tional buckets beyond three add unnecessary noise to the data.
For example, with five buckets – very slow, slow, mediocre,
fast, very fast – there might not be enough average latencies in
the very slow and very fast buckets. On the other hand, some
average latencies that should be categorized to the mediocre
bucket for maximal performance might be categorized to the
slow or fast buckets.

Moreover, the observed effect is a cautionary result for re-
searchers seeking to anonymize their data. Using a similar
method and observing e.g. that the identification accuracies
are low enough for sharing the data at the 200 millisecond
point, and adding an additional 100 milliseconds "just to be
sure", plenty of information that could be used to identify the
individuals in the data would be shared accidentally.

The results of our studies show that keystroke timings can be
anonymized in a way that retains informative value in data,
and thus keystroke timings can be included in open data sets

as long as proper anonymization procedures are followed. A
limitation of our study is that there were only 199 and 153
students in our data sets. This is due to a language constraint
as the courses were not organized in English. Future work
should examine how the methodologies outlined in this work
perform when in addition to large-scale data, the amount of
students is larger. In addition, further research is needed to
investigate whether other information than programming ex-
perience can be inferred from obscured data. Furthermore,
future work should investigate how removing possible hidden
identifiers other than keystroke latencies – such as text content
– affect both identification accuracy and inference of valuable
information.
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